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1 Storage

1.1 Implement and Manage complex storage solutions

Knowledge

e Identify RAID levels
e |dentify supported HBA types
e Identify virtual disk format types

Skills and Abilities

e Determine use cases for and configure VMware DirectPath 1/0

Determine requirements for and configure NPIV

Determine appropriate RAID level for various Virtual Machine workloads
Apply VMware storage best practices

Understand use cases for Raw Device Mapping

Configure vCenter Server storage filters

Understand and apply VMFS resignaturing

Understandandapply ! b Yl &1 Ay3 dzaAy3 t{! nNBfliSR O2YYIlI yRa
Analyze 1/0 workloads to determine storage performance requirements

Tools& learning resources

e Product Documentation

Fibre Channel SAN Canfration Guide

iISCSI SAN Configuration Guide

ESX Configuration Guide

ESXi Configuration Guide

G{LIKSNE /2YYIYRn[AYS LYGSNFIOS Lyadlrttriazy I
0 1/O Compatibility Guide

vSphere CLI
0 vscsiStatsvicfg*, vifs, vmkfstools esxtop/resxtop

Storage Best Practices for Scalingudiisation Deployment§TA2509, VMworld 2009)

Best Practices for Managing and Monitoring Storagea o pcc > +a g2 NI R Qn o

Storage BedPractices and Performance Tunifigh8065 VVMworld 2010, subscription required)

Analyse /O workload§ | i @{ LJSOAl f AaiQa of 230

{SIy /I NP21aiG2yQa &addzRe y2iSa

Storage is an area where you can never know too much. For many infrastructures storage is the

most [kely cause of performance issues and a source of complexity and misconfiguratpacially

given that many VI admins come from a server backgrqonotistoragey) RdzS (2 +a gl NBEQa 2

consolidation roots

O O O O O

1.1.1 Identify RAID levels
Common RAID types: 0, 1,66 10 Wikipedia do a good summa&y¥ (G KS ol &AO0 w! L5 GeL
not familiar with them.

The impact of RAID types will vary depending on your storage vendor and how they implement RAID
bSOl LI 06 KAOK LQY Yz2aid 7T Y-BFtwhithNikesRAIBKOOt witlwduh v 3 | LIN
the performance penaiés(so Netapp say).
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http://www.vmware.com/pdf/vsphere4/r41/vsp_41_san_cfg.pdf
http://www.vmware.com/pdf/vsphere4/r41/vsp_41_iscsi_san_cfg.pdf
http://www.vmware.com/pdf/vsphere4/r41/vsp_41_esx_server_config.pdf
http://www.vmware.com/pdf/vsphere4/r41/vsp_41_esxi_server_config.pdf
http://www.vmware.com/pdf/vsphere4/r41/vsp4_41_vcli_inst_script.pdf
http://partnerweb.vmware.com/comp_guide/pdf/vi_io_guide.pdf
http://www.vmworld.com/docs/DOC-3812
http://www.vmworld.com/docs/DOC-4013
http://www.vmworld.com/community/sessions/2010/
http://www.vspecialist.co.uk/objective-1-1-analyse-io-workloads/
http://www.seancrookston.com/2010/09/12/vcap-dca-objective-1-1-implement-and-manage-complex-storage-solutions-2/
http://en.wikipedia.org/wiki/Standard_RAID_levels
http://storagewithoutborders.com/2010/07/19/data-storage-for-vdi-part-5-raid-dp-wafl-the-ultimate-write-accelerator/
http://storagewithoutborders.com/2010/07/19/data-storage-for-vdi-part-5-raid-dp-wafl-the-ultimate-write-accelerator/

Scott Lowe haa good article about RAID in storage arraasdoegdosh Townsend over at VMtoday

1.1.2 Supported HBA types
The best (only!) place to look for real world infetiss ¢ | NS @uhichlis/ngw an online, searchable
repository). Essentially it comes down to Fibre Channel or iSCSIBAshould not mix HBAs from

RAFFSNEBY (G OSYyR2NE Ay | aAy3atS aSNBSN®» LG OFy 2N

Remember you can have a maximum ¢iBAs or 16 HBA ports per ESX/ESXi server.

This is a slightly odd exam togit NS & dzY'l 6 f & ¢S 62y Qi 6S odz2Ay3 |
gKIFEGQa GKINB (2 1y26K

1.1.3 Identify virtual disk format types
Virtual disk(VMDK)ormat types:

e Eagerzeroedthick

e Zeroedthck (default)
e Thick

e Thin

Three factorgrimarily determine the disk format;

o Initial disk size
¢ Blanking underlying blocks during initial creation
¢ Blanking underlying blockshendeleting data in the virtual diskeclamation)

¢KS RAFTTENBYOSa aiSY TNRY 4KSGKSNI 6KS LIKaaAOl €

'.l:

0KS W@ANIdZ £t Q RA&]l ¢KIG Ay (BushSas FRARISMSESEukeyad +a 5 Y K U

WS ISNI SNRPSRGKA C)hréht dl?agraﬁri[courtesy/oﬁGﬁa@lFosEeﬂ)zﬁvhiaﬁl ghaves the
differences.

The other possible type is an RDM whitskelf can have two possible types;

e RDM (virtugl ¢ enables snapshotsMotion but masks some physical features
e RDM(physical) required for MSCS clustering and some SAN applications

1.1.4 DirectPath I/O

Lets a VM bypass the virtualisation layer and speak directly to a PCI daneéts arereduced CPU
on the host, and potentidy slightly higher I/O to a VM when presérg a 10GB NIC, alternatively
you could present a physical USB device directly to asé®lthis example at Petri,dink courtesy
of{ SI'y / Nr21aldpyQa addzRe y2i0Sa

Requirements
¢ Intel Nehalem only (experimental support for AMD
e Very limited device support (L10GBEhEtnet cards, and only a fewAs usual the list of
devices which work will be much larger than the officially certified &l quad port card
for my HP BL460Ggorked fine as do USB devices)
e hyOS I RS@GAOS Aa dzaSR ¥ 2 Néhodtandtheietod dtkVMA G Q a
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http://www.techrepublic.com/blog/datacenter/calculate-iops-in-a-storage-array/2182
http://vmtoday.com/2010/01/storage-basics-part-iii-raid/
http://www.vmware.com/go/hcl
http://yfrog.com/h6klabj
http://www.petri.co.il/vmware-esxi4-vmdirectpath.htm
http://www.seancrookston.com/2010/09/12/vcap-dca-objective-1-1-implement-and-manage-complex-storage-solutions-2/

Configuring the host (stepdf 2)
1. Configure PCI device at host level (ConfiguratioAdvanced®ettings under Hardwaje
/I fTAO1 W/ 2y FAIAdz2NB t I d3aldKNRdAdAKQ yR asSt Soi
bh¢oY LF (KS K éciatraanSshafexd thad edieci i@l Ndisho@n in the
display window.
2. Reboot the host for the changes to take effect.

Configuration

Hardware ¥MDirectPath Configuration

Warning: Configuring host hardware without special wirkualization Features For virtual machine
8 passthrough will make it unavailable For use except via dedicating it to a single virtual machine. Tn
Memary particular, configuring a device needed For narmal host boak or aperation can make normal host boot
impossible and may require significant effort to unda. See the online help For more information.

Processors

Storage

Netwarking Each listed device is available For direct access by the virtual machines on this host.

Starage Adapters Hide Details  Refresh € Configure Passthrough,
Metwaork Adapters

Advanced Settings [4] /Mo devices currently enabled For passthrough

Software

Licensed Features
Tirme Configuration

DMS and Routing

Power Management

Yirkual Machine Startup/Shutdown Device Details

Wirtual Machine Swapfile Location Device Mame - Vendor Mame -

Security Profile his] - Class Iy -

System Resource Allacation Device 1D - Subdevice 10 -

Advanced Settings vendor 1D - Subvendar ID -
Function - Slat -
Bus -

s for passthrough

Mark devices for passthrough: Hide Details

Dh 01:03.0 | ATI Technaologies Inc WA compatible contraller d
D]E 01:04.0 | Compaq Computer Corparation System peripheral
D]ﬂ 01:04.2 | Compag Computer Corporation HP Channel Interface Driver
DIE 01:04.4 | Hewlett-Packard Company USE (Universal Serial Bus)
DIE 01:04.6 | Hewlett-Packard Company Unknown
=-[JFE 00:01.0 | Intel Corparation PCIPCT bridge
- [JI@ 02:00.0 | Broadcom Corporation Metxtreme 1T 57711 10Gigabit Ethernet [vmnica]
- [JIE@ 02:00.1 | Broadcom Corporation Metitreme 1T 57711 10Gigabit Ethernet [vmnic1]
E-[1IE 00:09.0 | Intel Corporation PCHPCT bridge
2-[JIE 09:00.0 | Integrated Device Tech PCI/PCI bridge
2-[JIE 02:00.0 | Integrated Device Tech PCLPCI bridge
=[] 0b:00.0 | ServerWorks PCI/PCT bridge
DIE 0c:04.,0 | Broadcom Corporation Broadcom BCMS7155 Gigabit Ethernet [vmnic2]
DIE Oci04.1 | Broadcom Corporation Broadcom BCMS7155 Gigabit Ethernet [vmnic3]
=-[JFE 0a:01.0 | Integrated Device Tech PCI{PCI bridge
=-[1FE 0d:00.0 | Serverwiorks PCI{PCT bridge
- [ [0e:04.0 | Eroadcom Carporation Broadcom BCMS7 155 Gigabit Ethemet |
- [JI@ 0e:04.1 | Broadcom Corporation Broadcom BCMS? 1SS Gigabit Ethernst
2-[JIEl 00:1c.0] Intel Corporation PCI/PCI bridge
D]E OF:00.0 | Hewlett-Packard Company Smart Array P410i [vmbba0]

Ll

Device Details

l'—-ﬁ-—_.'misdevice is passthrough capable but nat running in passthrnugh@

Device Name Broadcom BLMG? 155 GigaD .. Yendor Name EBroadcom Corporation
(o] Oe:04.0 Class ID 200

Device ID 1679 Subdevice ID 170C

Yendor ID 14E4 Subwvendor ID 103C

Function 0 Slot 4

Bus 14

[s]4 I Cancel Help

Configuring the VM (step 2 of 2)
1. Edit the VM settings and add a PCI Device.
NOTE: The VM must be powered off.
2. Select thepassthrough device from the list (which only shows enabled devices). There is a
warning that enabling this device will limit features such as snapshots and vMotion).

www.VvExperienced.co.uk/vcapdca Page3
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%) Add Hardware

Choose PCI Device
wihich of the present PCIJPCIe devices would you like to add?

Device Type Cannectian
Select PCI/PCIe Device
Ready to Complate

Specify the physical PCIPCLe Device ko connect ta:

Mote: The presence of a PCI/PCle device passthrough will

A prevent the use of many commands on the virtual machine.
It will nat be able ko be suspended, to have snapshots taken
of restored, or to participate in YMotion,

— Adding a PCI Passthrough device ko this YM will automatically
= zet ks minimum memory reservation equal ta ks memaory size.

Help = Back | Hext = I Caricel

4

If you want indepth information about VMDirectPath read thiddware whitepaper
To check: des enabling DirectPath I/O on a VM set a memory reservation? P62 ESXi configuration
guide.

1.1.5 NPIV

Stands for NPort ID VirtualisationThis allows a single HRdaptor port (provided it suppostNPIV)

G2 NBIAAGSNI Ydzf GALX S 22thbQa gAGK GKS {!Db FIFoNAO:
. 2dz Oy (KSy LINBaSyid 2yS 2F (KSaS 22tbQad RANBOIT
specific VM rater than a host (which is normally the only optioRgad moreig O2 G i [ 246 SQa
blogpostWI 82y . 20KSQa ,6AY2KS [Jg#dad [RIJAKMAIIGY. THeya Q & dzY Y I

left me wondering what the real world benefit is to VI admins!

To use NPIV;

1. Inthe VM properties, to go Options NPIV
NOTE: These options will only be enabled if the VM has an RDM attached efabied it
does not guarantee that the HBA/switches support NPIV.
2.C2NJ I ySg zxasx Of A€Q| WDSYSNIidS ySg 22p
3. For an existing VM (which is already NPIV enabled) click either;
a. WDSYSNIdS (22 OKIy3aS GKS 22p Faaiady
b. Temporarily Disable WWN
c. RemoveaNWN
4,  2dzQft Frfaz2 KIFI@S (2 IRR GKS ySgteé 3ISYSNIrGSR -
masking (Initiator groups in the case of Netapp).

(0p))
pul;
(et
N
c

A
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http://www.vmware.com/pdf/vsp_4_vmdirectpath_host.pdf
http://blog.scottlowe.org/2009/11/27/understanding-npiv-and-npv/
http://blog.scottlowe.org/2009/11/27/understanding-npiv-and-npv/
http://www.boche.net/blog/index.php/2008/10/28/n_port-id-virtualization-npiv-and-vmware-virtual-infrastructure/
http://www.simonlong.co.uk/blog/2009/07/27/npiv-support-in-vmware-esx4/
http://blogs.netapp.com/storage_nuts_n_bolts/2007/12/whats-the-npiv.html

(<) EGTest - ¥irtual Machine Properties

Hardware L Options Uresources | Wirtual Machine Wersion: 7
settings | Summary | —Fibre Chilative to ES% 4, Workstation 6.5 ar Server 2| |
General Options EGTest Yirtual machines running on hosts with Fibre Channel hardware
wipp Options Disablad that supports MPIY can be assigned wirtual WWhis For adwanced

features, These WWHs are normally assigned by the host or by
WMware Tools Systern Default
viZenter,
Power Managanent Skandb
. ¥ ™" Tempararily Cisable NPI¥ for this virtual machine
Advanced
eneral Mormal The current Wik assignments were created by vCenter,
ZPIUID Mask Expose Mx flagto ...
Memory i CPU Hokplug EnabledDisabled ¢ Leave unchanged
Boot Options Celay 0 ms " Generate new WWHs
Paravirtualization Lisabled humber of WiHNS: m
01 Fibre Channel MPTY Assigned -
CPUMMU Virbualization Automatic Murnber of WAYPHs: |2 vl
Swapfile Lacation Use defaulk settings

' Remov i
Assignments:

Mode Wiin; - I '\)

28:1a:00:0c:29:00:00:01

Port W Ns:
] 28:13:00:0c:29:00:00:02, 25:14:00:0c:29:00:00:03

|

Help | QK Cancel

NPIVRequirements
¢ HBAsand SAN switchasust support NPIV.
e NPIV only works with RDM disks
¢ svMotion on an NPIgnhabled VM is not allowed (although vMotion is)

1.1.6 RDM

Joep Piscaer has written @pgood summary of RDMand from that articledw 5 a Q& 3IA FSa& @ 2 dz
of the advanages of direct access to a physical device while keeping some advantages of a virtual

disk in VMFS. As a result, they merge VMFS manageabiity witl ¢ RS @A OS | 00Saa¢ o

Use cases include;
e Various types of clustering including MSCS (see section 4.2) aclé O@FS/ASM
e NPIV
e Anytime you want to use underlying storage array features (such as snapshots). Some SAN
management software needs direct@S &da (2 GKS dzyRSNI @Ay 3 ad2N> 3
SnapManager suite for Exchange and SQL.
Two possible modes
e Virtualcompatibility
e Physical compatibility
Created

www.VvExperienced.co.uk/vcapdca Page5


http://www.virtuallifestyle.nl/2010/01/recommended-detailed-material-on-rdms/

¢ like any other VMDK through the VI client, then select RDM and choose mode
e usingvmkfstools-z or vmkfstoolsr (see section 1.2 for details)
e requires block storage (FC or iSCSI)

NOTE: When cloningaVMwith5 a Q& 6 Ay @ANIdzZf O2YLI GAOAfAGE Y2F
VMDKSs. Cloning a VM with an RDM (in physical compatibility mode) is not supported.

1.1.7 Storage Filters

Storage filters are used tadjust default vCenter behaviour when scanning stor&ge thigost

F62dzi a3 2NF3S FAEGSNER Fd 5dzyOly 9LIJAyYy3AQa aArds

There are four filtergall of which are enabled by defaylt)
1. Host rescarfconfig.vpxd.filter.hostrescanFilter)
2. RDM filter(config.vpxd.filter.rdmFilter)
3. VMFSconfig.vpxd.filter.vmfsFilter)
4. Same hosts and transpditonfig.vpxd.filter.SameHostAndTransportsFilter)

Configuring storage filters is done in vCenter (not per host);
1. Go to Administration> vCenter Settings Advared Settings
2. Add a key for the filter you want to enaldad set the key to FALSE or TRUE.
NOTE: All filters are enabled by default (value if TRHE) if not specifically listed

|
Advanced Settings
Configure advanced server settings
Licensing ey - | value | summary =
Skatistics ads.checkInterval 1440 Inkerval in minutes between. ..
Runtime Settings ads. checkIntervalEnabled true Enable validation of users a...
Act_ive Directory ads.maxFetch 5000 Maximum number of users ...
Mai ads. maxFetchEnabled true Enable Active Directory query, ..
g?::sp ads. timeout a0 Number of seconds to wait f...
Timeaut Settings AgentUpgrade. autolpgradedgents true Specify if vCenter Agent will, .
Logging Options AgentUpgrade.checkPeriodSeconds 30 Frequency (in seconds) of ...
Database alarms.upgraded false Defaulk alarms have been cr...
Database Retention Policy | alarms.version 5 Defaulk alarm upgrade versi..,
S5L Settings client.bimeaut. lang 120 MNumber of seconds ba wait F..
Advvanced Settings client. timeout. normal 30 Nurber of seconds ko wait F...
client.WerifySsLCertificates true Requires that remote servers. ..
config.vmacare. cacheProperties true
config.vmacare. threadPaoal. TaskMax 30
config.vpxd.das. serislizeadds true
config.vpxd,das, slotCpuMinkHz 256
config.vpxd,das. slotMemiintE 256
config.vpxd.filker . hostrescanFilber true
config. vpxd.filkerOverheadlimitlssues  true
event.maxige 1580 Maximum age in davs an ev...
event.maxageEnabled false Remove events older than t..,
instance.id 46 Unique instance identifier For, .,
LicenseServer.matchHoskTovirkualC...  true When adding a host, make t... ﬂ
et P [T S TR R T
Kew: Yalue: I Add
Help | a4 I Cancel |

www.VvExperienced.co.uk/vcapdca
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http://www.yellow-bricks.com/2010/08/11/storage-filters/

Turningofft KS Wl 244G wSaolyQ FAf GSNIeiRgabtamaticallgscanied@ LI y S g f
for ¢ it simply stops each hostutomatically scanning whemewly created VMFS Datastorase
added on anotherhost ¢ KAa A& dzaSTdAz 6KSyYy @2dz2QNB | RRAy3 |
go (200 via PowerCLI for example) and you want to complete the addition before rescalhning

hosts in a clustefotherwise each host could perform 200 rescargge p50 of the FEAN

Configuration Guide.

Oneoccasionwvhere the VMFS filter might be useful is extending a VMFS volume. With vSphere this

Ad Y26 adzZlLR2NISR o0dzi LQ@S KFIR AYUSNNYAGGSY(dH &adzO0S8
array. The LUN (and underlying volurha¥ been resized OK but when I try to extend the VMFS no

valid LUNs are presented. Next time this happens | can try turning off the storage filters (VMFS in

LI NI AOdz F NO yR &aSS AT YIe&oS (KS ySg aLkOS AayQi

1.1.8 VMFS Resignaturing

LUN Resignaturing is used when you present a copy of a LUN to an ESX host, typically created via a
storage array snapshot. Been around since VI3 but ease of use has increased since.

bh¢oY ¢KA& R2SayQid ILIByRIGSYHSR RF G ALB2 NFa GIKS vk

Resignaturing a LUN copy using the VI Client;
1. Click Add Storage on a hastd select the LUN copy.
2. On thenext screen choose either;
a. Keep existingignature This can only be done if the original VMFS Datastore is
ofinS 2NJ dzy | @l AfFofS G2 GKA&a Kz2ald o0eé2dz2oNB
site for example).
bh¢9VY LF &2dz GNB |yR GKS 2GKSNJ tacC{ 5FdalFi
stating that the host configuration change was not possible and the neastiat
g2y Qi 0SS Y2dzy i SR
b. Assign a new signature (data is retained). This is persistent and irreversible.

www.VvExperienced.co.uk/vcapdca Page7



c. Format the disk. This assigns a new signature but any existing data IS LOST.
() Add Storage |- O] x]

Select YMFS Mount Options
Specify if you want to mount the detected YMFS volume with the existing signature, use a new signature, or format the disk

Specify a YMFS mount option:

KJLLIN
Mount Options (+ Keep the existing signature
rrent t IMounk the YMFS volume without changing the signature,

" Assign a new signature
Retain the existing data and mount the ¥MFS volume present on the disk.

" Format the disk
Create a new datastore.

Help ’ < Back H Next = I Cancel I

Resignaturing a LUN copy using the command line (usewatifgne fromRCLI or vMA);
1. WsxcfgvolumeclQ (i 2 listoScSpied volumes
2. Choose either;
a. WS & olfetr <previous VMFS label | UUIDe resignature the volume
b. WsxcfgvolumecM <previous VMFS label | UUIDe mount the volume without
resignaturing (use lowerase m for temporary mount rather than persistent).

Full details for these operations can be followed/MwareKB1011387

1.1.9 LUN Masking

This can be done in various wdietapp implement LUN Masking thrgli the use of Initiator
Groups)out for the VCAPCAI KS& QNB NI F S Ndik goad oveiew of Hoth Wilyzjos a &
might want to do this at the hypervisor lay@nd how) see thisblogpost at Pundhg Clouds

You can mask;
e Complete storage arsa
e One or more LUNs
e Specific pths to a LUN
To mask a particular LUN (for example);
1. Get a list of existing claim rules (so you can get a free ID for your new rule);
esxcli corestorage claimrule list
NOTEYou canskip this if you useu to autoassign a new ID
2. Create a new rule to mask the LUN;
esxcli corestorage clamme add--rule <number>t location-A <hba_adapter>C <channel>
T <target>L <lun>P MASK_PATH

www.VvExperienced.co.uk/vcapdca Page8


http://kb.vmware.com/kb/1011387
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For example;
esxcli corestorage clamle add--rule 120-t location¢Avmhbal -CO¢TO0-L20-P
MASK_PATH
3. Load this new rule to makdASK_PATH module the owner
esxcli corestorage claimrule load
4. Unclaim existing paths to the masked LWKclaiming disassociates the paths from a PSA
plugin. Thesgaths are currently owned by NMP. You need to dissociate them from NMP
and have them associated to MASK_PATH;
esxcli corestorage claimimgclaimct location¢A vmhbal-C 0¢T 0-L 20
NOTE; 2dz OFydG NBOfIFAY I LI GK GKFGQa | OGA@So
5. Run the claim rules
esxclicorestorage claimrule run
6. Verify that the LUN/datastore is no longer visible to the host.
esxcfgscsidevs-vmfs

CKAA A& | LINBlGe 02y @2t dziSR LINRPOSRAINB $6KAOK L K2
VMwareKB1009449S 8 ONA 6 Sa GKA & LINRPOSaa Ay RSGFAET YR AGQ
Configuration Guide and p96 of the Command Line Interface Installation and Reference Guide (both

of which should be available during the exam).

To determine if you &ve any masked LUNS;
1. List the visible paths on the ESX host and look for any entries containing MASK_PATH
esxcfgmpath¢L | grep MASK_PATH

N>

hoOArz2dzate AF e&2dz 6Fyd G2 YHal | ['b FNRBY Fff (K
commands onevery host. A f £ A | Y [als¥i@ fost B Sitomating esxdiK SNBE Qa | f a2
online reference to the esxcli command line.

bhe¢oY LGIQA NBO2YYSYRSR (KIFG @2dz Tedvé 2L8NfiomE LINE OS
host! So if you have 16 hosts in a cluster and you want to delete one empty LUN you have to

1. Mask the LUN at the VMkernel layer on each of the hosts

2. Unpresent the LUN on your storage array

3. Cleardown the masking rules you created in st€pdain for every host)

Seem unbelievable? ReddIwareKB1015084

1.1.10 Analyse I/O workloads
There are numerous tools to analyse H@Meter, vSCSIStats, Perfmasxtopetc. Things to
measure;

e IOPs

e Throughput

e Bandwidth

e Latency

o Workload patterng percentage reads vs writes, random vs sequential, packet sizes (small vs
large)
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¢ 10 adjacencythis is where vscsiStats comes in)
You can read more

¢ K S NB Q apodt at d2deSidlistzEo.ublussomegood PowerCLI scripts to collect metrics via
esxtop (courtesy of Clinton Kitson)

VMware publish plenty of resources to help peopidualise existing apps, and thaacludes the I/O
requirements (links courtesy &cott Lowe

e Exchange
e SOQL Server
e Oracle

1.1.11 Storage best practices
How long is a piece of string?

¢ VMware white paper on storage best practices
e Storage Best Practices for Scaling Virtualisation Deployn(EAB509, VMworld 2009)
e Best Practices for Managing and Monitoring Stordgea o pcc X +*a g2 NI R Qn v
e Storage Best Practices and Performance TufliA®065, VMworld 2010, becription
requiredat time of writing
¢ Netapp and vSphere storage best practifiesluding filesystem alignment)
e WSIR {02060 [26SQa al aGdSNAYy 3 = agdépteBicalpfalksk S NB
about storage best practices)
{ G SLIK Sy présenialios @b thin provisioning
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http://www.vmware.com/solutions/business-critical-apps/exchange/resources.html
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http://www.vmworld.com/docs/DOC-3812
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1.2 Manage storage capacity in a vSphere environment

Knowledge

e |dentfy storage provisioning methods
¢ Identify available storage monitoring tools, metrics and alarms

Skills and Abilities

e Apply space utilization data to manage storage resources

e Provision and manage storage resources according to Virtual Machine requirements

e Understand interactions between virtual storage provisioning and physical storage provisioning
e Apply VMware storage best practices

e Configure datastore alarms

e Analyze datastore alarms and errors to determine space availability

Tools & learning resources

e Product Documentation
0 vSphere Datacenter Administration Guide
o Fibre Channel SAN Configuration Guide
0 iSCSI SAN Configuration Guide
0 P{ILIKSNBE /2YYIYRU[AYS LYGSNFIOS LyadGrkttlraarazy I\
e vSphere Client
e vSphere CLI
o0 vmkfstools
e alND t2f20& aiidzRé 3IdzARS y2i0Sa

Managing storage capacity is another potentially huge topic, émea midsized company. The
storage management functionality within vSphere is fairly comprehensive.

1.2.1 Storage provisioning methods
There are three main protocols you can use to provision storage;

e Fibre channel
o0 Block protocol
0 Uses multipathing (PSA framewdr
o Configured via victghpath, vicfgscsidevs
e iSCSI
0 block protocol
Uses multipathing (PSA framework)
hardware or software (boot from SAN is h/w initiator only)
configured via vicfgscsi, esxcfgwiscsi and esxclgwiscsj vicfgmpath, esxcli

O O O

e NFS

File leel (not block)

No multipathing (uses underlying Ethernet network resilience)
Thin by default

no RDM, MSCS

configured via vicfgnas

O O O O O

www.VvExperienced.co.uk/vcapdca Pagell
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L ¢2y Qi 32 Ayd2 YdzOK RSGFAf 2y SIOKX 2dzald YIS 3
protocol both in the VI clierdnd the CLI.

Know the various options for provisioning storage;

e VI client. Can be used to create/extend/delete all types of storage. VMFS volumes created

via the VI client are automatically aligned.
e CLlc vmkfstools.

0 NOTE: When creating a VMFS datastdaeCLI you need to align it. Check VMFS
£ A3y YSidiskcu2abA ywH | W& dx20NE/ MOVIIAYy IQa of 23L2ad

e PowerCLIManaging storage with PowerGl\'MwareKB1028368
e Vendorplugil o6bSdl LI w/ ! F2NJ SEIFIYLX SO LQY y20 3I2A

VCAFDCA exam environment will include (or assume any knowledge of) these!

NOTE: With vSphere you canwnextend an existing VMFS partition (assuming you have contiguous
space in the underlying LUN).

When provisioning storage there are various considerations;
e Thin vs thick
e Extents vs true extension
e Local vs FC/iISCSI vs NFS
e VMFS vs RDM

Using vmkfstools
Themost useful vmkfstools commands;

e vmkfstoolsgc 10GB <path to VMDK>
Create a 10GB VMDK (defaults to zeroedthick with a BUSLOGIC adapter.

e vmkfstools-c 10g-d eagerzeroedthicka Isilogic /vmfs/volumes/zcglabsvr7local/test.vmdk
Create a 10GB VMDK in eageoraithick format with an LSILOGIC adapter

e vmkfstoolsgX 10g <path to VMDK>
Extend the virtual disk by 10GB

e vmkfstoolsi <path to VMDK>
Inflate the virtual disk, defaults to eagerzeroedthick. (thin to thick provisioning)

e vmkfstoolscr /vmfs/devices/disks/na.600c0ff000d5¢c3830473904c01000000 myrdm.vmdk
vmkfstoolsgz /vmfs/devices/disks/naa.600c0ff000d5¢3830473904c01000000 myrdmp.vmdk
The top command creates an RDM in virtual compatibility mode
The bottom command creates and RDM in physical compatibility mode

e vmkfstoolscD <path to VMDK>
/| KSO1l GKS F2NXYFG 27F

Of dAGSNRAY3IOD® LF (GKS Wi

description for this process MMwareKB1011170

=, = 0z pSchi-

I+

a5y (2 RSGSNNAYS AT Al
TQ JltdzS Aa 1SN GKS |

(@]

______________ 00 mtime 4477]
0, uid 0, gid 0, mode 100600
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Another very useful VMwareKB article about vmkfstools

1.2.2 Storage monitoring tools, metrics and alarms
Native storage monitorin@Ultools include datastoré £ F NY¥ 4> GKS W{ (02N} 3S +ASg:
vSphere)vCenter performance charéd the datastore inventory view.
e The datastore view lets you see which hosts have a given datastore mounted along with free
space, track events and tasks per datastore (falittng for example), along with
permissions per datastore.
¢ The Storage Views tab shows more detailed informagibaut capacity, pathing status,
storage maps, snapshot sizes (very useful) etc
e vCenter rformance charts help you analyse bandwidth, lateh®ps and more. Using
vCenterCharts is covered in section 3.4, Perform Capacity Planning in a vSphere
environment.

TurnKey WordPress
Summary ' ResourceAllocation iy ERtEN Tasks &Events ' Alarms | Console | Permissions | Maps = Storage Views | Update Manager

View: |Storage -

Space Utilization By File Type @ Space Utilization By Datastores (Top 5) @

W Vintual Disks - 20.00 GB

O Swap Files- 0.50 GB

W snapshots - 0.00 GB

W Other VM Files - 0.00 GB
Total Space - 20.50 GB

Total Space - 20.50 GB

M esx] SAS1 - 20.50 GB
Total Space - 20.50 GB

Time Range: | 1Day -
1 Day Summary for TurnKey WordPress
Space in GB @

GB
]
o

18.0
JIZFAT IS OIPEAT IDBM I2EMT 3281 2B 328N
11:50 PM 2:50 AWM 5:50 AM B8:50 AM 1150 AM - 2:50 PM 550 PM 2:50 P

W Allocated M Mot-shared W Used

NOTE: Most array vendors provide tools which are far more sophisticated than the native vSphere
tools for monitoring capacity, performan@mnd vendor specific functionality (such as dedupe)
althoughthggQNBE NI NBf & FNBSH

Creating datastore alarms
2 KSYy ONBFGAY3I Yy FEFNY @2dz Oy Y2yAU2N) SAGKSNI W8
guestion, in this case datastores.

When configureddr event monitoring you can monitor;
¢ VMFS created/extending/deleting a new datastore
¢ NAS created/extending/deleting a new datastore
e File or directory copied/deleted/moved
2 KSy O2yFAIdzNBR F2NJ Waidl §SQ OKIFy3aSa @2dz Oy Y2yA
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e Disk % full
e Disk % oveallocated
e Datastore to All Hosts

2 KAfS GKSAS aSSY adNIAIKGF2NBINR GKSNB NBE O2YLX
RSRdzLJX AOF GA2y F2NJ SEFYLX S (KS Wwal gAay3aQ FTNRY RSFE
2yt e (2 Y2 VyiAQ 20N SUy: 5eAady YRd FAYR @2dzQ@S Yl aairosSte
also thin provisioned by default) before you reach a capacity alert. The solution is to monitor both
Wr5Aa1 20 anwDiske ddndidhi2gér@rate an alert if both conditis are met.

[:-?,: Alarm Settings x|
General | THgge7s | Reporting | ctions |
Trigger Type | Condition | /14 Warning | /1. Condition Length | € Alert | 9 Condition Length |

Datastaore Disk Usage (%) Is abave 80 a0
Datastore Disk Overallocation (%) s abowe 150 151

" Trigger if any of the conditions are satisfied

@ Trigger if all of the conditions are satisfied

Add | Hemave |

o] I Cancel | Help |

I az2fdziAz2y LQOS 62NJ SR 6AUGK A& (G2 ONBFGS Ydz GA LM
separate folders and then setting different alarms on each folder. For instance | want an alert if a
production datastore is overprovisianeé Y2 NB GKIFYy MH/E: o0dzi LQY KI LILJR
150% for nonprod VMs;

= £ Metapp Datastores
= Eﬂ? MFS MonProd - Overallocated150
i3 Corsa Databasel tierl
i3 Corsa pagefiles! tierz
[ Corsa Systemfiles tier2
=] Effj-’ MFS Prod - Overallocatedl 20
Production Datafiles1 Herl
Production Pagefiles1 kerl
B Praduction Systemfiles1 tierl

There are also storage capacity related alarms on the VM objects;
e VM Total size on disk
e VM snapshot size
¢ VM Disk usage (kbps)

1.2.3 Understand interactions between virtual storage a nd physical storage
Wide open topic, which will also vary depending on the storage verddarays remember that a
WEAAYLE SQ OKIy3IS Oly KI @S dzySELISOGSR AYLI AOI GA2Yy 3
¢ Increasingapacity (extending a LUN using an extent) could improve (or decrease)
performance depending on the underlying storage array (for example the new LUN is on few
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slow spindles)Your requirement to increase capacity might also impact availaRiiftg
seond LUN is provisioned and added as an extent you now have two LUNs to manage (and a
failure of either means the datastore goes offline).
e Consider queuesdisk queues, HBA queues, LUN queete. Read more
e ConsidelSCSI reservations (number of VMs per VIMABvareKB100500%Fee section 6.4
for information about troubleshooting SCSI reservatidgisad more here
e If you run a disk defragment (or a full disk format) in the guest OS infldlte the
underlying thin provisioned VMDD maximum size.
e Thin or thick may have performance implicatiorithe disk is eagerzeroedthick then the
blocks in the underlying storage needs to be zeroed out, resulting in provisioning taking
longer. NOTE: There is very little performance impact from using thin disks under typical
circumstances(VMware whitepaper on thin provisioning performance
¢ AnsvMotion could be moving a VM from a tier 1 datastore (high performance storage) to a
datastore on tier 2 (slower) storage. A well planned naming scheme shokiel yoa aware
of these implications.
e 52Ay3 | @Gaz2iAz2y OFyQl AYLIOG &a0G2N)r3IS NAIKIGK
GKI G AF &2dzQNB OGANIdzZ £ agl L) FAE{Sa INB 2y f 20l
e Create one VM in the datastoie2 y Qi y SOSaal NAf & O2spoeagedrs (GKS &l
the underlying array and might impact &edupe, snap mirror, snap reserve all impacted
e VAACG{ LIKSNBE nom KIFIa AYGNRRdAdzZOSR WIFINN}e& 2FFf 2 RJ
virtual and physical storage, but today the VEXPA lab is built onSphere 4.0.
e You can change disk format while doing a svMotion (from thick to thin for exandie}e
operations have aimpacton your storage array so consider doing mass migrations out of
hours (or whenever your array is less busy).

1.2.4 Apply VMware Storage best practices
{SOGA2Y cdn O0CNRdzof SaK220Ay3 {(2NIF IS0 Aad G6KSNB
makes more sense to cover them here as they imptmtagecapacity planning. The relevant limits;
e 255 LUNSs per host
e 32 paths per LUN
e 1024 paths per host
e 256 VMs per VMFS volume
e 2TB-512 bytesnax per VMF8xtent
e 32extentsper VMFS (for a max 64TB volume)
e 8 NFS datastores (default, can be increased to 64)
e 8 HBASs per host
e 16 HBA ports per host

Reference the full lisySphere Configuration Maximums

Provision and manage storage resources according to Virtual Machine requirements
¢ When sizing VMFS volusensure yowaccount for snapshots, VM swapfiles etc as well as
VMDK disk sizes.
e When sizing LUNSs there are two primary options;
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http://communities.vmware.com/docs/DOC-5490
http://kb.vmware.com/kb/1005009
http://www.las-solanas.com/storage_virtualization/esx_san_performance_guide.php
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http://www.vmware.com/pdf/vsphere4/r40/vsp_40_config_max.pdf

o Predictive sizing. Understand the 10 requirements of your apps first, then create
multiple VMFS volumes with different storage charactésstPlace VMs in the
appropriate LUN.
0 Adaptive sizing. Create a few large LUNs and start placing VMs in them. Check
performance and create new LUNs when performance is impacted.
e Also consider that different VM workloads may need different performanceacieristics
(ie underlying RAID levels) which can affect LUN size and layout.
e Use disk shares (and SIOC with vSphere 4.1) to control storage contention. With disk shares
GKS O2y(iSyiGaAaz2y A& NBIdzA I GSR LISNI K2adz gAGK {|
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1.3 Configure and manage complex multi -pathing and PSA plugins

Knowledge

e Explain the Pluggable Storage Architecture (PSA) layout

Skills and Abilities
e Lyaltlftt FyR /2yFAIdNBE t{! LI dAnAya
Understand different multipathing policy functionalities
Perform command line cdiguration of multipathing options
Change a multipath policy
Configure Software iSCSI port binding

Tools& learning resources

e Product Documentation
o P{LKSNE / 2 Mterfagk Rstdlldtioh&nd Scripting Guide
0 ESX Configuration Guide
o ESXi Configurationuiéle
0 Fibre Channel SAN Configuration Guide
0 ISCSI SAN Configuration Guide
e vSphere Client
e vSphere CLI
o esxcli

e VMware KB articles
o Understanding the storage path failover sequence in VMware ESX 4.x
o VMworld 2009-iSCSI Storage Performance Enhancement in vSphere 4

This section overlaps with objectives 1.1 (Advanced storage management) and 1.2 (Storage capacity)
but covers he multipathing functioality in more detail.

1.3.1 Understanding the PSAlayout
The PSA layout is wellbcumentedhere, here. The PSA architectuis for block level protocols (FC
andiSCSHA i Aay Qi dzaSR F2NJ bC{®

Pluggable Storage Architecture (PSA)

A5
Yiware PSP oD

Terminology;
e MPP = one or more SATP + one or more PSP
e NMP =native multipathing plugin
e SATP = traffic cop
e PSP =driver
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http://mylearn.vmware.com/courseware/51227/TA3264_formatted.pdf
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There are four possible pathing policies;

e MRU =Most Recently Used. Typically used with active/passive (low end) arrays.

e Fixed=ThelJr 6 K Aad FAESRZ 6AGK I WLINBFSNNBR LI (KQ®
but when the original path is restored it again becomes the active path.

e Fixed APY¥Sg (2 O{LKSNBE nomd ¢KAA t&nfakdity 0Sa G KS W
applicable to ative/passive arrays and ALUA capable arrays. Ufseopreferred path is set
it will useits knowledge of optimised paths to set preferred paths.

¢ RR =Round Robin

One way tahink of ALUA is as a form@fl- dzii 2 QI B KSI & SINIF & O02YYdzy A OF 1Sa
and lets it know the available path to use for each LUN, and in particular which is optimal. ALUA

tends to be offered on midrange arrays which are typically asymmetric active/active rather than

symmetric active/ative (which tend to be even more expensive). Determining whether an array is

Wi NHzZSQ F OGAGBSKkl OGAGBS A& yeNI Wi1d SBSyWWEYS voosi eRHEID SrtAf:
on the subjecth dzNJ b SGF LILJ onnn aSNASE NN} é&a |NB |aayyvysSil
active/active.

1.3.2 Install and configure a PSAplugin

There are three possible scenarios where you need to install/configure a PSA plugin;
1. Third partyMPP- add'configure a vendor supplied plugin
2. SATPsconfigure the claim rules
3. PSPsset the default PSP for a SATP

Installing/configuring a new MPP

Installing a third party MPP (to supplement the NMP) is either done through the command line (by

using esxupdaterovihostupdate with a vendor supplied bundle) or Update Manager, depending on

0KS @SYR2NDAa &dzLJLJ2 NI @ t 2 owelNhdwritthird parly MPRs/ A a 2y S 27
instructions for installing it can be found WMwareKB1018746r in thiswhitepaper on RTFM

After installing the new MPFRoy may need taconfigure claim rules which determine which MPP is
used- the default NMPifcludingMASK PATH oryour newly installedhird party MPP.

To seawhich MPPs are currently used;

esxcli corestorage claimrule list

To clange the owner of any given LUN (for example);

esxcli corestoragelaimrule add-rule 110--type location-Avmhba33-C O-T O-L 4-P <MPPname>
esxcli corestorage claimrule load

esxcli corestorage claiming unclaiftype location-A vmhba33C 0-T 0-L 4

esxcli corestorage claimrule run

To check the new settings;
esxcli corestorage claimrule list

Configuring @ SATP
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You can configure claim rules to determine which SATP claims which paths. This allows you to
configure a new storage array from MyVendor (for example) so that any devices belonging to that
storage array are automatically handled by a SATP of yaiceh

To see a list of available SATPs and the default PSP for each;
esxcli nmp satpist (OR esxcfgnpath-Gto just see the SATPS)
To set criteria which determineow a SATP claims paths
esxcli nmp satp listiles
esxcli nmp satp addrule@ Sy R2 NILE-W S R B LI ¢ e-sapaVMW SATP_ALUA
NOTE: This is different to the claimrules at the MPP level (esxcli corestorage claimrule)

Configuring the default PSP for a SATP
To change the defauPSP
esxcli nmp satp setdefaultpsggatp VMW_SATP_ALUASpVMW_RR

NOTE: We use Netapp 3000 series arrays and they use the géRBNc SATP_ALUBATP. This has
aw! a AGa RSTFrdzZ G t{t SOSYy (K2dza3K ww Aa (KS
If we change the default PSP however and then introdudéferent array to our environment

(which also uses the same SATP) it could get an unsuitable policy.

There is already a claimrule for the Vendor code NETégXel( nmp satp listrulgs

5dzy Ol Yy 9LJIJIAY3IQa of23Lkai

Good post from DeinosCloud

1.3.3 Administering path policy (GUI)

Viewing the multipathing properties (GUI)
From the VI client go to Configuratien Storage, select the Datastore and then Properties
Manage PathsThis will show the SATP and PSP in use

View:
il - 05 P | (% Ed's test LUN Manage Paths 1
Datasto Refresh  Deete  Add Storage..
~Policy

Td o | Status | Devics - .

| 63 €6 Testtastore T CEn  RhEsin Fath Selection: [mast Recently Used (viwarey 3|

@ Forus Databasel tierl @& Mormal 192.168.20.250: fvolfv_vmware_Ffocus_databasel Storage Array Type® WMW_SATP_ALUA

& Fouus DBOL @ Mormal  NETAPP Fibre Channel Disk (naa 602980004662 587560 3449466733 .

B FocusDBOLa @ Mormal  NETAPP Fibre Channel Disk 348 P:ti = = = = —

& Focus DBOLL & Mormal  NETAPP Fibre Channel Disk (nas 60453000466558756b 3457 756220 “:;mg ame | Targe . [Status [Preferred |

B Focus DBO2 & Mormal  NETAPP Fibrs Channed Disk (nas. 60558000486555756b 3449466733 smhEaLO0I01 60 : DT 60 & Active(1jo)

B | = ymhbaliCOITLL60 1291626 50:02:09:81 87129 16F: &0 o acive

; mhbaziCo:TOLE0 29 29 50 o Adive
Datastore Details Properties... hbaZ:CO;TLL60 1201626 S0:08 0 61 57320161 50 & Adive
EG Test Datastore 775G Capacty
sazoome B used —
74268 O Free
Refresh
Fueents Ware: e 50014380011 1ebi3ste
EGTestDat..  EdstestLUNI 8.0068
et G Teat Dot Puntine Name:  umhbaziCO:T1L60
' Total Formatted Capacity 77568
Fibre Channel
YT:BS 3 adepter 50:01:43:80:01:1¢:b1:9b S0:01 43:80:01:1c:b1 9a
Target: 50:02:09:81:37:29 6F:

hTGSy &2dQft KI@S | 00SaasSyed @68 REANAEZRBEAY R
bSGFLII LI dz3AY F2NJ SEIFYLX S R2SayQi &aK2g G(KS Y

whether ALUA is enabled or not;
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http://www.yellow-bricks.com/2009/03/19/pluggable-storage-architecture-exploring-the-next-version-of-esxvcenter/
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Details

Storage Controller: zcgprsaninl Partner: zcgprsanin2

LUN

Capacity

Mame: naa.60a98000486e587 464436250587 24d70
LN Pathname: fvoliv_test lun_EGMun
Serial Mumber: HnXtdJbPXrMp
Status: Online
Space Reservation: Enabled
LUN Type: vrnware
Protocal: fop
IGroup: YMWare-Chasis1_T-ALUA ; 60 (Type: ymware)
Partzet:
ALUA Capable: Enabled

Datastore Usage (4%)
LUN Usage {0%o)

3040}

Yolume

Mame: v_test_lun_EG
Status: online
Type: flex
Guarartee: volume

Deduplication {Advanced Single Instance Storage)

Aggregate: ag_tiert_02

State: Disabled Last Start Time:
Status: NIA Last End Time:
Type: Disabled Schedule:

Space Savings: HAA (0.00B)

Space Shared: 0.00B

Snapshot Reserve: 0%
Avutograwy Increment: Disabled
Autogrovy Max Size: Disabled
Snapshat Autodelete: off, volume
Fractional Reserve: 100%

Changing the path policgGUI)
1. D2 G2 Walyl 3$

t I Ka.Q

Wiesw Mapped Hosts .

asSi GGKS O2NNBOi

Iy R

2. Should be set consistently for every host with access to the LUN.
3. Use ESXTOP to monitor traffic on each HBA to ensure the paths are working as expected.

1.3.4 Administering path policy (CLI)

Ly 3SySNrf GKS /[L A&

Y2 NB dzan$othedre multifle LYNsi K S

ae

+L

connected to multiple hosts (in an HA/DRS cluster for example). Rather than manually adjusting lots

of paths the CLI can be scripted.

Changinga speciic path policy (CLI)
Setting the path policfor a LUN, path or adaptds verysimilar to viewing it;
[root@host~]#

true
[root@host~]#

bhe¢ovy S&EEOf A
discussed on thigMware community thread

NOTEWith the release of vSphere 4.1.1 you can now set this using PowerCLI. $essthism

Arnim Van Lieshoubr details.

Viewingthe multipathing policy (CLI)

To list all LUNs and see their multipathing policy;
esxcli nmp device list

or from the vMA

esxclig-server <myhost>-username rootpassword <mypw=> nmp device list

naa.60a980004B:5874644a625170495054

Device Display Name: Ed's test LUN clone
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http://communities.vmware.com/message/1653500?tstart=45
http://www.van-lieshout.com/2011/01/esxcli-powercli/
http://www.van-lieshout.com/2011/01/esxcli-powercli/

Storage Array Type: VMW _SATP_ALUA

Storage Array Type Device Config:
{implicit_support=on;explicit_support=off;explicit_allow=on;alua_followover=on;{TPG_id=0,TPG_state=/
G_id=1,TPG_aste=ANO}}

Path Selection Policy:

Path Selection Policy Device Config: Current Path=vmhbal:C0:T0:L62

Working Paths:t

naa.60a98000486e58756b34575976324868

Device Display NameSystemfiles Tier 1

Storage Array Type: VMW _SATP_ALUA

Storage Array Type Device Config:
{implicit_support=on;explicit_support=off;explicit_allow=on;alua_followover=on;{TPG_id=2,TPG_state=/
G_id=3,TPG_state=ANO}}

Path Selection Policy:

Path Selection Pigly Device Config: {policy=rr,iops=1000,bytes=10485760,useANO=0;lastPathindex=1:
NumIOsPending=0,numBytesPending=0}

Working Paths:

bh¢oyY | 2dz 3SG | & Anpathictl W) @diil LId#0 - F NR 2/ GsaipéO THK 2 6 (1 K
working path.
Good walkthrough from Jason Boche

To teck a particular datastore to ensure its multipathing is correct;
1. vicfgscsidevs-vmfs (to get the naa ID for the datastore in questjon)

[root@zcgprvmaOl ~][zcgprvsh45.mfl.co.uk]# viefgidevsm
117 0/vmfs/devices/disks/naa.60a98000486e5874644a625058724d70:1 4d71C

2f1b69801322001e0bee027e 6

naa.60a98000486e5874644a5072466a772f:1 /vmfs/devices/disks/naa.60a98000486e5874644a5072466a772f:1 -4aj
83bb8fe86091-001e0beeb0f4 @Another datastore

2. esxcli nnp device list-device naa.60a98000486e5874644a625058724d70 (obtained from
stepl;

[root@zcgprvmaOl ~][zcgprvsh45.mfl.co.ukj#

naa.60a98000486e5874644a625058724d70
Device Display Name: Ed's test LUN
Storage Array Type!

Storage Array Type Device Config:
{implict_support=on;explicit_support=off;explicit_allow=on;alua_followover=on;{TPG_id=1,TPG_state=ANOH{TPG_id=0,TPG__

Path Selection Policy:

Path Selection Policy Device Config: Current Path=vmhbal:C0:T0:L60

Working Paths:

Configuring the Round Robin load balancing algorithm

When youconfigure Round Robin there are a set of default parameters;
e Usenon-optimal paths: NO
e 10ps per path: 1000 (ie swap to another path after 1000 10ps)

Some vendors recommend changing the IOps value to 1 instead of 1000 which you can do like so;
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http://www.boche.net/blog/index.php/2010/02/04/configure-vmware-esxi-round-robin-on-emc-storage/

esxcli nmp roundrobin setconfiglevice naa.xxx

Food for thought an interestingpost from Duncan Epping about RR best practices

Summary of useful commands

esxcli corestorage claimrule Claimrules to determine which MPP gets used. Not
be confused with theesxcli nmp satplaimrules which
determine which SATP (within a given MPP) is used
Typically used with MASK_PATH.

Esxcli nmp claimrule add Add rules to determine which SATP (and PSP) is us
for a given device/vendor/path

esxcli nmpdevice setpolicy Configure the path policy for a given device, path, o
adaptor

esxcli nmp satp setdefaultpsp Configure the default pathing policy (such as MRU,
or Fixed) for a SATP

esxcli nmp psp setconfig | getconfig Specific configuration paramets for each path policy
Typically used with RR algorithm (IOps, or bytes)

esxcfgscsidevs-vmfs [-device naa.xxx] |9+ aeé gl & (2 YIFIGOK | +acC
associated naa.xxx ID

1.3.5 Software iSCSI port binding

Port binding is the process whiemables multipathing for iISCSI, a feature new to vSphere. By

creating multiple vmKernel ports you can bind each to a separate pNIC and then associate them with
the software iSCSI initiator, creating multiple patBGieck out gjoodposthere, more here, plusthe
usualDuncan Epping posYou can also watch thisdeo from VMware

If you want to understand the theory behind iSCSI, checlgtieiat multivendor post

The iISCSI SAN Configuration Guide covers this in chapter 2 and the vSphere Command Line Interface
Installation and Reference Guide briefly covhesgyntax on page 90.

NOTEThisprocess can also be uséat binding a hardwar dependent iSCSI adaptor ts it
associated vmKernel ports. A hardware dependent iISCSI adaptor is simply a NIC with iSCSI offload
capability as opposed tofally-fledgediSCSHBA.

Process summary;

Create multiple vmKernel ports

Configure networking so that each vmKernel has a dedicated pNIC
Bind each vmKernel port to the software iSCSI initiator

Rescan storage to recognise new paths

Hwn e

Create multiple vmKernel ports

Simply createn additional vmKernel port (with a different IP on the same subnet as the other
vmKernel ports). You can use separate vSwitches (which enforces separate pNICs) or use a single
vSwitch and then use portgroups with explicit failover settings is done foboth vSS and dVS
switches.
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http://www.yellow-bricks.com/2010/03/30/whats-the-point-of-setting-iops1/
http://blog.bradpayne.org/?p=200
http://fojta.wordpress.com/2010/04/13/iscsi-and-esxi-multipathing-and-jumbo-frames/
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http://www.youtube.com/watch?v=QvD7MDlfh9U
http://virtualgeek.typepad.com/virtual_geek/2009/09/a-multivendor-post-on-using-iscsi-with-vmware-vsphere.html

Configure networking to dedicate a pNIC to each vmKernel port

You can use separate vSwitches (which enforces separate pNICs) or use a single vSwitch and then
use portgroups with explicit failover settings. Both methods worksfandard and distributed

switches.

Bind each vmKernel port to the software iSCSI initiator
¢CKA&d A& GKS oAl GKFEGQA dzyFFEYAEAINI G2 Ylyeés |yR A
via RCLIVMA);

e esxcli swiscsiic add-n vmk1-d vmhba33
e esxcli swiscsi nic add vmk2-d vmhba22
e esxcli swiscsi nic list (to confirm configuration)

NOTE: These configuration settings are persistent across reboots, and even if you disable and re
enable the SW iSCSI initiator.

Rescan storage
Do a rescan (GUI esxcfgrescan) to see the new paths;

Before;

Storage Adapters

Device Type W
iSCSI Software Adapter
@ wmhba33 i5CST a0, 1996-01 .com, vmware:zcglebs v 3-33465658:
Virtual Machine Chipset
@ vmhbal Block 5C51
@ vmhbaz2 Block 5C51
LSI Logic Parallel SCSI Controller
£ mbhan arar
Details
¥mhba33
Madel: i5CST Software Adapter
5CSI Mame: a0, 1998-01 com, ymare:zcglabsr3- 33465858
I5CS1 Alas:
Connected Targets: 2 Devices: 7 Paths: 7
view:  Devices | [Paths
Runtime Hame | Target LN - | Status |
vmhba33:C0:TL;LO ian. 1966-0: hpist 012i.0826d54237 . b: 192,168,215, 32, 3060 0 @ Acive (10} |
vhba33,CO:TOL0 an1966-03 com.hpist 01 :192.168.215.31: 3260 [} & Active (10
vihba33CO:TO:LL ian.1966-03 com.hpist 01 :192.168.215.,31: 3260 B & Active (10)
vihba33COiTLiLZ ian.1966-03 com.hpist 01 £:192.168.215,32:260 z & Active (10)
viihba33:C0:TLLS iqn, 1986-03, com.hp:st 012i be52,168.215,32: 3060 3 @ Active (1j0)
viohba33,C0:T0: L4 ian. 1986-03,com.hp:storage, msa201 20528052237, 3:192.168.215,31: 3260 4 @ Active (1)
vihba33,C0:T0:LS ian. 1986-03,com.hp:storage, msa201 20528052237, 3:192.168.215,31: 3260 5 @ Active (1)
After;
Storage Adapters
Device Type W |
i5C51 Software Adapter
& vwmhba33 1 ign. 1998-01 .com. vmware: zcglabsvr 7-5937 3 1F;
virtual Machine Chipset
@ wmhbat Block SCS1
& wmhbazz Block SCS1
LSI Logic Parallel SCSI Controller
A umbhan srar
Details
vmhba33
Fodel: 15CST Software Adapter
1551 Name: ian. 1998-01. com vmware:zcglabswr7-59973F1F
i5CS1 Allas:
Connected Targets: 4 Devices: 7 Paths: 14
View:  Devices | [Paths
Runtime Hame: | Target LUN | Status
winhba33:C1:T L0 o, 1986-03. com hp:storage. msa201 21, 0828d5a237. 2:192. 168.215.31: 2060 [ @ Active (1f0) |
vinhba3a:C1iT LT 0. 1986-03. com.hp:storage. msa201 21, 0828d5237, 2:192, 168,215.31:2060 1 @ Active (1/0)
o, 1986-03.com.hp:storage. msa201 21, 082805237, 2:192, 168,215.31:2060 4 @ Active (1/0)
o, 1986-03.com.hp:storage. msa201 21, 082805237, 2:192, 168,215.31:2060 5 @ Active (1/0)
o, 1986-03.com.hp:storage. msa201 21, 082805237, 2:192, 168,215.31:2060 i @ Active
o, 1986-03.com.hp:storage. msa201 21, 082805237, 2:192, 168,215.31:2060 1 @ Active
14 o, 1986-03.com.hp:storage. msa201 21, 082805237, 2:192, 168,215.31:2060 4 @ Active
115 o, 1966-03.com.hpistorages. msa201 21, 062605237, 4:192, 168,215.31:3060 5 @ Active
winhba33:C1:T0L0 o, 1966-03.com.hpistorage. msa201 21, 082605237 bi 192, 168,215.32:3060 i @ Active (1/0)
winhbad3:C1:T0LZ o, 1966-03.com.hpistorage. msa201 21, 082605237 bi 192, 168,215.32:3060 z @ Active (1/0)
winhbad3:C1:T0AS o, 1966-03.com.hpistorage. msa201 21, 082605237 bi 192, 168,215.32:3060 3 @ Active (1/0)
winhba33:C0:TOALD o, 1966-03.com.hpistorage. msa201 21, 082605237 bi 192, 168,215.32:3060 i @ Active
a1, 1966-03, com.hp:storage. msa201 21, 052605237 bi 192, 168,215,321 3060 z @ Active
a1, 1966-03, com.hp:storage. msa201 21, 052605237 bi 192, 168,215,321 3060 3 @ Active
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2 Network

2.1 Implement and Manage Complex Virtual Networks

Knowledge

e Identify common virtual switch configurations

Skills and Abilities

e Determine use cases for and apply IPv6

e Configure NetQueue

e Configure SNMP

e Determine use cases for and apply VMware DirectPath /O

e Migrate a vSS network to a Hybrid or Full vDS solution

e Configure vSS and vDS settings using command line tools

e Analyze command line output to identify vSS and vDS configuration details

Tools& learning resources

e  Product Documentation
0 P{ILIKSNBE /2YYIYRU[AYS LYGSNFIOS LyadGqrkttlraazy I\
o  vNetwork Distributed Switch: Migration and Configuration
o ESX Configuration Guide
o ESXi Configuration Guide
vSphere Client
e vSphere CLI
o vicfg*
o TA2525 vSphere Networking Deep DiggéMworld 2009 free accesp
e TA6862 vDS Deep DiveManaging and Troubleshootirig/Mworld 2010)
o TAB8595 Virtual Networking Concepts and Best Practi¢ésiworld 2010)
e Design considerations for the vDS (Rich Brambley)
e Catch22 for vds and vCentre (Jason Boche)
e TrainSignat vSphere Pro SeriesNlexus 1000v lessons
o YSYRNARO] /2fSYlLyQa Wiz2¢g G2 &SiGdad) 6§KS bSEdzA mnnnt

The VCAFDCAab is still v4.0 (rather than v4.1) whicneans features such as NIOC and load based
GSFEYAYy3 6. ¢O© OSNBYIGR dAKGEINSESRO SEdza mnnn:x A&y Qi 2\
0f dZSLINAY (G o62dzald GKS @5{0 AlUQ&a 62NIK (1y26Ay3 oKL
knowing when to use the Nexus1000V or just the vDS.

2.1.1 Network basics (VCP revision)
Standard switches support the following feetg
e NIC teaming
o0 Based on source VM ID (default)
0 Based orlP Hash (used with Etherchannel)
0 Based on source MAtash
o Explicitfailover order
e VLANSs (EST, VST, VGT)
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http://www.vmware.com/pdf/vsphere4/r41/vsp4_41_vcli_inst_script.pdf
http://www.vmware.com/resources/techresources/10050
http://www.vmware.com/pdf/vsphere4/r41/vsp_41_esx_server_config.pdf
http://www.vmware.com/pdf/vsphere4/r41/vsp_41_esxi_server_config.pdf
http://www.vmworld.com/docs/DOC-3813
file:///C:/Dropbox/My%20Dropbox/Documents/Technical%20docs/1.%20Virtualisation/14.%20Training%20and%20certifications/VCAP-DCA/vDS%20Deep%20Dive:%20Managing%20and%20Troubleshooting
http://www.vmworld.com/docs/DOC-5390
http://vmetc.com/2010/03/07/design-challenges-of-virtualized-vcenter-with-a-vnetwork-distributed-switch/
http://www.boche.net/blog/index.php/2009/10/09/virtualizing-vcenter-with-vds-catch-22/
http://kendrickcoleman.com/index.php?/Tech-Blog/standing-up-the-cisco-nexus-1000v-in-less-than-10-minutes.html

vDS Revision
The vDistributed switch separatése control plane and the data place toale centralised
administration as well as extra functionality compared to standard vSwitches. A good summary can
befoundaD SS { A f BEnefllsa o6 f 2 3
e Offers both inbound and outbound traffic shaping (standard switches only offer outbound)
o Traffic shaping can be alpgd at both dvPortGroup and dvUplink PortGroup level
o For dvUplink PortGroups ingress is traffic from external network coming into vDS,
egress is traffic from vDS to external network
o For dvPortGroups ingress is traffic from VM coming into vDS, egreaffissfrom
vDS to VMs
o Configured via three policiesaverage bandwidth, burst rate, and peak bandwidth
¢ Ability to build a third party vDS on top (Cisco Nexus 1000v)
e Traffic statistics are available (unlike standard vSwitches)

NOTES:
e CDPand MTU are set per vDS (as they are with standard vSwitches)
¢ PVLANSs are defined at switch level and applied at dvPortGroup level.
e There is one DVUplink Portgroup per vDS
e NIC teaming is configured at the dvPortGroup Idtelcan be overridden at thévPort
level (by default this is disabled but it can be allowed). This applies to both dvUplink
Portgroups and standard dvPortGroups although on an uplink you CANNOT override the NIC
teaming or Security policies.
e Policy inheritancélower level takes presdence buiverride isdisabledby defaul)
0 dvPortGroup> dvPort
o0 dvUplink PortGroup> dwplinkPort
bhe¢oY 52y Qi ONBIFGS | @5{ 6A0GK &aLISOAIf OKIF NI OGSNE
breaks host profilesseeVMwareKB1034327
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http://geeksilver.wordpress.com/2010/05/21/vds-vnetwork-distributed-switch-my-understanding-part-2/
http://kb.vmware.com/kb/1034327

2.1.2 Determine use cases for and apply IPv6

The use case for IPv6 is largely due to IPv4 running out of address dpéce A 4y Qi &2 Y dzOK
requirements as an Internet requirement.t @c A 4 W& dzLJLJ2 NliafeR w Rafure8 { - K A X

AY O{LKSNB gKAOK I NByQid O2YLJ GAOGEST
e ESX during installatioryou have to install on an IPv4 network

¢ VMware HA
e VMware Fault Tolerance
e RCLI

Enabling IPv6 is easily done via YHeclient, Configuratior> Networking, click Properties aneboot
host. You can enable IPv6 without actually configuring any interfaces (SC, vmKernel etc) with an IPv6
address.

SeeVMwareKB101081fr details of using command line to enable IPv6 and readotbigpost by
Eric Sieberon IPv6 support

2.1.3 Netqueue

NetQueugwhich was present in ESX 3.5 but is improved in vSplseagieature which improves
network performance whesending orreceivinglarge amounts of traffic to an ESX hdgpically
used with 10GB EtherneWithout Netqueue it is normally impossible to achieve full 10GB
throughput (read more in thiDell whitepapey). It does this byrocessing multiple queues in
parallel using multiple CPUs.

¢ Enabled by default
¢ Requires support from the pNIC
e More beneficial with NUMA architectures
e Enabled/disabledby;
o Al [Kénfigir&ian> Advanced Settings > vmKernel
0 esxcfgadvchy --setkernel InetNetqueueEnableflo enable)
esxcfgadvcfg--setkernel 0 netNetqueueEnablé¢ disable)

5] Advanced Settings [<]

BufferCache -]
cow ESk2 Legacy networking config compatability.

[+ Canfig

Cpu
Datallover
DirentryCache Wikernel. Book. netMaxPCPUPKCacheSize 128
Disk
Fs5
FT Min: 0 Max: 2147483647

i |

LPage Wikernel.Boot netNetqueusEnabled [ca
Mem

Migrate Enable/Disable NetQueue support,

Misc

NFS
Met

Huma ‘Mkernel.Book netNumGPBUFfers 1024

Power

Maximum number of pk: buffers queusd in sach PCPU slab cache.

Humber of general purpose buffers b allocate p Front.
RdmFilksr

Sisi Min: 0 Max: 2147483647 J
‘Mkernel.Book nethNumPortsets 256

Masimum number of portsets.

<‘:
oo

Min: 0 Max: 2147483647

WMkernel.Book netPanicBadDey Open I

panic i device has a bad open handier.

Wikernel Rnnk netPkERiF IseSlah = =l
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As well as enabling the host functionality you may need to configure the NIC driheremidor
specific settings, typically using esxoigdule. SeeVMwareKB10042#8r details of enabling
Netqueue for a specific 10GB NI€the real world it seems as if Netqueue performance is

dependenton gad driver support;, as thisarticle at AnandTechJ2 Ay 1 & 2dzi &a2YS RNARGS
much of an improvement over 1GB.

TA2525 vSphere Networking Deep Digevers thisn detailaround the hr 15 mark.

2.1.4 Configure SNMP

SNMP can be used to enhance management, typically by providing information either on request
(polling) orwhen events are triggered (trap notification). Sending an SNMP trap is one of the
standard alarm actions in vCenter.

Two network ports used;
e 161/udp- used to receive poll requests
e 162/udp- used to send trap notifications

Configuring SNMP for vCenter
e Goto Administration-> vCenter Settings> SNMP
e O/ SYGSNI Oy 2yfeé &aSYyR y20AFAOFGA2Y GNILAZ Al

Configuring SNMP for ESX/i hosts
e Use vicfgsnmp(RCLI) or directly edit configuration files on #8X/i hosts
NOTE: There is N&3xcfgsnmp and there is no GUI option for configuring hosts.

To check the current configuration;
[vi-admin@zcglabvma0l ~][zcglabsvr7.lab.co.uki
Current SNMP agent settings:

Enabled : 0

UDP port : 161

Communities :

Notificationtargets :

vicfgsnmp--targets <SNMP Receiver>/community
vicfgsnmp--test

Misc;

e By default SNMP is disabled with no targets defined

e ESX has both the N&NMP agent and a VMware hostd agent. ESXi only has the VMware
agent.VMware specific information snly available from the embedddtiostd)agent.

e Using vicfgsnmp configures the VMware SNMP agent (ie it modifies
letc/vmware/snmp.xml). It does NOT configure the NBXIMP agent.

e When you configure SNMP using visfampthe relevant network ports arautomatically
2LISYSR 2y (KS FANBglItfd LT &2dz SRAG GKS O2y 7T,
(esxcfgfirewall -0 162,udp,outgoing,snmpdor notification traps).
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http://kb.vmware.com/kb/1004278
http://www.anandtech.com/show/2956/10gbit-ethernet-killing-another-bottleneck-/4
http://www.vmworld.com/docs/DOC-3813

SeeVMwareKB102287fbr details ofediting configuration filesr watchthis videoto see how to

use vicfgsnmp-9 NA O { f t8 @fiQuée SNMPFheP { LIKSNB / 2YYlF VRn[ AyS Lyl
Installation and Scripting Guige40 coverwicfgsnmpwhile the Basic System Administration guide

covers it in more depth (page 55).

Configuring the SNMP management server

You should load the VMware MIBs on the server receiin§t G NI LJA &2 dzQ@S 02y TA 3 dzh
can be downloaded from VMware on the vSphere download page. Follow instructions for your

particular product to load the MIBs.

2.1.5 Determine use cases for and apply VMware DirectPath 1/0O
This was covered in section 1.1.v@usly it can be used with 10GB NICs if high network throughput
is required.

2.1.6 Migrate a vSS network to a hybrid of full vDS solution

Make sure you read theMware whitepaperand experiment with migrating a vSS to a vDi&re is
some discussion about whether to use hybrid solutions (both vSS and vDS)} seadhishlogpost
by Duncan Eppinigr some background information.

Determining the best deployment method for a dv&eVMware white papebut roughly;

e If new hosts or no running VMaise host profiles
e If migrating existing hosts or running VMese dvSGUW Yy R Wa A 3INI 0S +xa bSig2N

There are some cateP?2 situations with a vDS which you may im0 when migrating from a vSS;
e WhenvCenterisvirtualA ¥ &2dz f2aS8S @/ Sy i SN (KX ye 2d dD OF O (-
anew vCenter on the networlSeeWl 42y . 20KS Q& (K2dzaKia 2y (KS
e If an ESXi host loses its management network connection you may not be able to reconfigure
it using the command line (esxefigwitch is limited with vDS operationg)n alternative
solutionisto?wS a i1 2 NB { @ WRENR (KSEA EOK L ®
NOTE: Theoption @80@S R2Say Qi O2y FAIdzNBE | [ ! b GF3 &2
reconfigure the management network after resetting to a standard switch.
e If you limited pNICs you may also run into problemsJikep ROl SNDR& o6f 23112 al
Tocheck:Bg Oly @2dz YAINFXr 4GS GSYLX I GSaK L GKAyYy]l Al SN

2.1.7 Command line configuration for vSS and vDS

Commands for cofiguring vSS
e esxcfgnics-l
e esxcfgvswitch
e esxcfgvmknic
o esxcfgvswif
e esxcfgroute

Typical command lines;
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http://www.vmware.com/files/pdf/vsphere-vnetwork-ds-migration-configuration-wp.pdf
http://www.yellow-bricks.com/2009/09/24/dvswitch/
http://www.yellow-bricks.com/2009/09/24/dvswitch/
http://www.vmware.com/files/pdf/vsphere-vnetwork-deployment-wp.pdf
http://www.boche.net/blog/index.php/2009/10/09/virtualizing-vcenter-with-vds-catch-22/
http://www.virtuallifestyle.nl/2009/12/virtualizing-vcenter-with-vds-another-catch-22/

esxcfgvswitch-a vSwitch2

esxcfgvswitch-L vmnic2 vSwitch2

esxcfgvswitch-A NewServiceConsole vSwitch2
esxcfgvswif-a-i 192168.0.10-n 255.255.85. 0 vswif2

NOTE: The above commands create a new standard vSwiidigroup and Service Consote
typically used to recover from some vDS scenarios.

Commands for configuring a vDS

There are very few commands for configuringa¥DBR ¢ KI &G GKSNB Aa LQ@S 020
which is dedicated to the vDSeeVMwareKB100812{tonfiguring vDS from the command Iinend

A (m@rth watching the followingession from VMworld 2010 (altde3 K & 2 dzQf f Yy SSR | 0Od:
subscription) sessionTA6862 vDS Deep divBlanagement and Troubleshooting.

2.1.8 Analyze command line output to identify vSS and vDS configuration details
Things to look out for above and beyond the basic vSwitch, uplink andrpop information;

e MTU
e CDP
¢ VLAN configuration

See section 6.3, Troubleshooting Network Connectivity for more information.
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2.2 Configure and maintain VLANs, PVLANs and VLAN settings

Knowledge
e |dentify types of VLANs and PVLANs

Skills and Abilities

e Determine use cases for and configure VLAN Trunking
e Determine use cases for and configure PVLANSs
e Use command line tools to troubleshoot and identify VLAN configurations

Tools& learning resources

e  Product Documentation
0 P{ILIKSNE /2YYIYRun[AYyS LYGSNFIOS LyadGqtttlraazy I
o ESX Configuration Guide
o ESXi Configuration Guide
e vSphere Client
e vSphere CLI
o vicfg*
e TA2525 vSphere Networking Deep Divélworld 2009)
e ONARO {f22FQ& @PARS?2 2y O2yFAIdz2NAY3I tzx[!ba YR RO{ s
[ I NI 2a +FNHIFI&Qa @ARS2 2y +[!b O2yFAIdzNI GA2Y

This is one of the smaller objectives plus only the PVLAN concepts and practices akéd Adv
support remaingelatively unchanged &m VI3 (although the vDS and #ssociated VLAN support is
new).

2.2.1 Types of VLAN

VLANSs are a network standard (802.1qg)jakhare fully supported in vSphere. They can be used to
minimise broadcast traffic and as a security measure to segregate traffic (although like any
technologythere are weaknessgsTypical uses for VLANs with vSphere are to isolate infrastructure
(vMotion, iISCSI and NFS) traffic and VM traffic.

There are three main ways of using VLANSs with vSphexegd inthis VMware whitepapér
e Virtual guest tagging (VGIequires VLAN driver support in the guest OS
e Virtual Switch tagging (VST9ommon option, requires VLAN trunking on external switches
e External switch tagging (ESTgss flexible and requiresare physical NICs

Ly GKS /A4a402 ¢g2NIR @2dz aSié | LRNI G2 6S Iy Wl OOS
VLANSs. VLAN IDs are 16vailuesgiving arangeof@ n dopp ® nndpp A& dzASR GAGKAY
+[ 1 baQ | YR A dreapéartgroud dten uSiggyWEM 3

2.2.2 Configuring VLANs and VLAN trunking
For standad vSwitches youanfigure VLAN tags on portgroupghis configuration is done at the ESX
host using the VI client (Configuratien Networking);

e Use VLAN @henno VLAN tags are present (EST)
e Use VLAN 4095 to pass all VLANs (VGT)
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http://www.tofinosecurity.com/blog/why-vlan-security-isnt-scada-security-all
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e Use a specific VLAN ID depending on the isolation required (VST)

General | Security I Traffic Shaping I MIC Teaming I
Port Group Properties
Metwork Label: |212 WLAN - Management
YLAN ID (Optional): =l
[Mone (O

213
all (4095)

NOTEAvoidusing VLAN{native VLAN for most Cisco kg this can inadvertently expose traffic
you may not mean to expose.

For distributed switches you configure VLANSs on both dvPortGroups and dvUplinkPortGroups (with

the option to override at the dvPort level whesnabled). This is done in vCenter using the VI client;

'aS Wb2ySQ F2NJ 9{ ¢

e '3S Wx[ 1 bQ O0lFYR aLISOATFE | *[!b L50 RSLISYRAYS3
A4S W[ !'b ONMzy1Ay3IQ (2 LI aa SAGKSNIFff +[!ba

improvement overstandard switches which either set a single VLAN ID or All. Restricting the

VLANS this way is a form WEAN pruning

¢ Use PVLANvhen you need a subset of hostéthin a single VLAN (see next section)

[ dvLab Settings [_[C[x

—Policies
General

Folicies YLAN
Security YLAN type:

>

2.2.3 Types of PVLAN(Private VLANS)

From the ESXi Configuration Guidet + [ ! ba | NB dzaSR (2 a2t @S +[!b L5
more fine grained control over subsets of hosts without requiring a dedicated VLAEdegroup,

cutting down on network administratioa K S Bl@@i&xplanation and diagrangric{ f 2 2 ¥ Q& @A RS2
configuring PVLANSs and dvSwitci®also worth a watch (from 24mins for the PVLAN part).

Think of PVLANSs as a VLAN within a \(kgdd VMwareKB101069RVLAN concepts)
e Promiscuoud/LAN- this isan extension of the original (parent) VLAN
e Secondary VLANshere are two choices
o0 Isolated(one per primary VLAN)
o Community(multiple per primary VLAN)
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Requirements
e PVLANSs are only available on vDistributed Switches
e The physical switcheaust support PVLANs and be configured with the VLAN IDs used for
secondary VLANs
NOTETo test PVLANS in a lab environment you could run multiple virtual ESX hosts on a single host
(along with a virtual router such a&/atta Corg This was the traffic never reaches the physical
ySGig2N] a2 e2dz R2yQi ySSR I t+[!b OFLIoO6fS agiioK

VMwareKB101069daffers a good overview of BYAN concepts when used with vDS

2.2.4 Configuring PVLANSs
PVLANSs

¢ Configured via vCentre as a property of the vDS itself
e CANNOTDbe done fromthe command line
e MUST also be configured on physical switches

| @ dvSwitch Settings X
Properties | Network Adapters Private vLAM |
Enter or edit primary private YLAN ID. Enter or edit 3 secondary privats YLAN ID and Type.
Primary private YLAN ID | Secondary private YLAN ID | Type |
z Z Fromescuous
[Enter a private YLAN ID here] 22 Commurity
21 Isolated 52

[Enter a private ¥LAN ID here]

Solatec
Cammunit:

Range: 1-4094 Remave Range: 1-4094 Remave
Help concd_|

ReadvMwareKB101070@VLAN implementation on a vVd6the ESXi Configuration Geighage 32
onwards.

NOTE: Trying to remove PVLANSs from the vDS when a dvPori&stilipusinghe PVLANSs will
result in an error and no deletion occurring. Check the various dvPortGroupgmmade the config
before emoving the PVLANBM the vDS.

2.2.5 Command line tools for VLAN configuration/troubleshooting
The usual commands support VLANS, typically usingvtparameter;

e vicfgvswitch- how to use-v for vlan assignment. Use O to clear.
e vicfgvswif

e vicfgvmknic

e vicfgroute

NOTE: You can only administer VLANSs at the commandRieANs are only configured in vCenter.
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2.3 Deploy and maintain scalable virtual networking

Knowledge

e |dentify VMware NIC Teaming policies
e |dentify common network protocols

Skills and Abilities

e Understand the NIC Teaming failover types and related physical network settings
e Determine and apply Failover settings

e  Configure explicit failover to conform with VMware best practices

e Configure pa groups to properly isolate network traffic

Tools& learning resources

e  Product Documentation
o ESX Configuration Guide
o _ESXi Configuration Guide
0 P{ILIKSNE /2YYIYRun[AYS LYGSNFIOS LyadGqtttlraazy I
e vSphere Client
e vSphere CLI
o vicfg -*
e CNIvVY] 5S8SyySYlyQa oft23L3ad 2y Lt |1l aK @ga [. ¢

2.3.1 Identify, understand , and configur e NIC teaming
The five available policies are;
¢ Route based on virtual port I{default)
¢ Route based oiPHash MUST baised with static Etherchanneho LACP). No beacon
probing.
¢ Route based on source MAC address
¢ Route based on physical NIC load (vSphere 4.1 only)
e Explicit failover

NOTE: These only affect outbound traffic. Inbound load balancing is cedtoglthe physical
switch.

Failover types and related physical network settings
Failover types
e Cable pull/failure
e Switch failure
e Upstream switch failure
Change NIC teaming for FT logging (use IP ha®yvarKB1011966
Use uplink failure detection (also knownlak state trackinyto handle physical network failures
outside direct visibility of the host

2AGK o0flRSA &2dz GeLAOIEte R2yQd d&AS bL/ GSFYAy3
pNIC to the blade chassis switch. That switch in turn may use an Etherchannel to an upstream switch
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but from the blade (and hence ESX perspective) it sitn@s multiple independent NICs (hence
route on virtual port ID is the right choice).

Configuring failover settings
Failover settings can be configured at various levels on both standard and distributed switches;
e VSS
0 vSwitch, then port group
e VDS
0 dvPortGraip then dvPort
0 RG! LXAY {1t 2NIDNRdzZLI 6bh¢9yY &2dz OFyQil 2 JSNNK
['5 ySwitchl Properties Ed |

General I Security I Traffic Shapin

—Palicy Exceptions

Foute based on the originating wirkual port T -

Fiouke based on the originating virtual port ID
Route based on ip hash

Route based on source MAC hash
|se explicit Failover order

Load Balancing;

Metwork Failover Deteckion:

Makify Switches:

Failback:

Failover Order:

Select active and standby adapters For this port group. In a Failover situation, standbey
adapters activate in the order specified below,

ETE | Speed | Metworks | Miae g |

Active Adapters

B3 vmnic2 1000 Full 165.0.0,1-175,. 255,255, 254 (YLAM, ., Ml
@ vmnic3 1000 Full 165.0.0,1-175,255, 255,254 (WLAMN, .,

Standby Adapters

Unused Adapters

— Adapter Details

Marne:
Location:

Driver:

(0] 4 I Zancel Help

Explicit failover can be used to balance bandwidth while still piogigesilience with minimal
numbers of pNIC4f you only have two pNICs available;

e Configure aingle vSwitch and add both pNICs

¢ Configure two portgroups with explicit failover orders;
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o Configure the management traffic portgroup to use pNIC1 as active with pNIC2 as
standby.
o Configure the VM network portgroup to use pNIC1 as standby and pNIC2 a&s activ
This achieves both separation of traffic over separate pNICs for optimal bandwidth as well as
providing resilience to both portgroupgMwareKB1002728escribes this in more detail.
You carconfigure NIC teaming using the Qilthoughii K A & LINE CoSdredzNtbe staidgre
R20dzySydlt A2y a2 62y Qi-DEMSexdmPl At o6t S RdzZNAy3a (GKS

14+

NOTE: With the vDS you get a diagram showing the actual path tekifis through the switchyou
can also confirm the actual NICs used (and therefore whether your teaming is working as expected
using esxtopMore on this in section 6.3 Troubleshooting Network Connectivity.

2.3.2 ldentify common network protocols
This has beenovered elsewhere (in section 7.2 on the ESX firewall) and should be common
1y26ftSRISP | FSg LINRG202fa 6KAOK I NByQi a2 02VYY?
e CDP
e NTP(UDP port 123)

2.3.3 Isolation best practices
The following are generally accepted best practizeR 2 y Toin Howduiihear you say that);

e Separate VM traffic anshfrastructure traffic yMotion, NFS, iSQSI

e Separate pNICs and vSwitches

¢ VLANgan be used to isolate traffic

e WhenusingNICteantgd S LIb L/ & FTNRBY aSLINIYGS o0dzaSa 6AS R

pNICs on the same PCI case one onboard adapter and one from an expansion card)

o Keep FT logging on a separate pNIC and vSwitch

e Use dedicated networks for storage (iISCSI and NFS)
When you move to 10GB networks isolation is implemented differently (often using some sort of 10
virtualisation like FlexConnect, Xsigo, or UCS) but the principals are the\ddmerld 2010 session
TA844(0covers the move to 10GB and FCoE.
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2.4 Administer vNetwork Distributed Switch Settings

Knowledge

e  Explain relationship between vDS and logical vSSes

Skills and Abilities

e Understand the use of command line tools to configure appropriate vDS settings on an EBR#ESXi

Determine use cases for and apply Port Binding settings

Configure Live Port Moving

Given a set of network requirements, identify the appropriate distiéauswitch technology tase
e Use command line tools to troubleshoot and identify configuration items from an existing vDS

Tools & learning resources

Product Documentation
o ESX Configuration Guide
o  ESXi Configuration Guide
o G{LIKSNB / 2YYLl VIRsm[lafioyi &nd Scyipiir§y Bifide O S
vSphere Client
vSphere CLI
o vicfg*
TA2525 vSphere Networking Deep DiyéMworld 2009 free access)

2.4.1 Relationship between vSS and vDS
Both standard (vSS) axistributed (vDS) switches can exist at the same tithe/ RS SR ( KSNB Qa =
NEBlI a2y (2 das8 (GKA&Z WKeoNARQ Y2RSO

UPDATEA new post (April 2011) fromd2y O v 9 LJIJAY 3 | 62dzi WFdzZ t Q RG{

You can view the switch contigation on a host (both vSS and dvS) using esxefgtch-f @ LG 62y Qi
AK2¢6 (KS Yhks\uBeR éngeRtheshdoll BlyEhe vBIBiough you can read more about
thosein thisuseful article at RTFratDS S| a At SSNNR& of 23

2.4.2 Command line configuration of a vDS
The command line is pretty limited whét comes to vDS. Useful commands;

e esxcfgvswitch
0 esxcfgvswitch-P vmnicGV 101 <dvSwitchgink a physical NIC to a vDS)
0 esxcfgvswitch-Q vmnicGV 101 <d8witch>(unlink a physical NIC from a vDS)
o esxcfgvswif-l | -d (list or delete a service console)
e esxcfgnics
e net-dvs

o A v oA

NOTEnet-dvs can be used for diagnosticd (1 K2 dzZ3K A (0 Q&a | y ddzif & wBILIR RIDER S
{usr/lib/lvmware/bin. Use of this commants covered in section 6.4 Troubleshooting Network
connectivity.
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NOTEesxcfgvswitch can ONLY be used to link and unlink physical adaptors from a vDS. Use this to
fix faulty network configurationsf hecessargreate a vSS switch and move your physipéihks
acrosdo get your host back on the network. SeblwareKB100812ar this blogpostfor details.

Identify configuration items from an existing vDS
You can use esxefgwitch-l to show the dvPort assigned to a given pNIC and dvPortGroup.

See the Troubleshooting Network connectivity section for more details.

2.4.3 Port Binding settings

With standard vSwitcha | € £ L2 NI o0AYRAYy3Ia& I NBE WSLIKSYSNI Q>
+aQa LR6SNBR 2y FyR RSftSGSR 4KSy (GKS +a Aa L}RgSN
distributed switches there are nothree types of port binding

e Static
o0 Default binding méhod for a dvPortGroup
o 'aaArAdySR G2 I *a sKSy AlGQa | RRSR G2 GKS R

0 Conceptually like a static IP address
o Port assignment persists to the VM across reboots, vMotions etc
¢ Dynamic

0 Used when you approagbort limits (either on the particular dvPortGrguor on the
vDS itself which has a maximwh6000 dvPorts If you have 10,000 VMs you only
allocate a dvPort tpowered orvMs

0 Conceptually like DHCP for a pool of desktops

0 dvPort assignment can change when VM is powered off. vCenter will attempt to use
the same dvPort but no guarantee.

0 LIMITATION: Not all VMs can be powered on at the samdftyoa have more than
6000

o0 LIMITATION: vCenter must be available when powering on the VM, as it needs to
assign a dvPort.

e Ephemeral

o Port binding does NOfersist.

o0 Number of VMs can exceed the number of ports on a given dvPortGroup (but are
still bound by the total number of dvPorts on a vDS)

o Equivalent to standard vSwitch behaviour

0 You can power on a VM using either vCenter or the VI client connectedlgli@et
host.

0 Typically used in emergency or recovery situatiofel could create an ephemeral
portgroup to be used with a virtual vCenter for instance.

TA2525 vSphere Networking Deep Diexplains tke port bindingquite clearly(around the 30 minute
mark) andthe Trainsignal Troubleshooting cousas a video dedicated to explaining port binding.

NOTE: vSphere 4.1 has increased the paximumg(there are now up to 20,000 dvPorts per vDS).
There is some guidance MMwareKB022312on choosing the port binding type.

Configuring port bindings
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e Port Binding are configured in vCenter

e /2y FAIdZNBR LISNJ ROt 2NIDNRdzZL) 60y Qi ©6S 2 JSNNARI
e Must be configured before assigning VMs to the dvPortGroup.

¢ No command line configuration @&vailable

2.4.4 Configure Live Port Moving

Despite being on the blueprint there is very little information about what this actually is. The ESX

/| 2y FA3dzNF A2y DdzZARS Kl a | (21Sy YSwepdtzy o002y LI IS
YAINI GAZ2YQ & | LINRPLISNIe& 2y | ndhdonpari L O2dz Ry Qi

There is @ost on the VMware comunities siteexplaining a bit abouttf SG Qa 2dza i K2 LIS A
tested!

2.4.5 ldentify the appropriate distributed switch technology to use

This could mean knowing when to use the basic vDS or the Nexus 1680&a read o€omparing
vSS, dvS and Nexus 1000V white pafskernatively it could mean knowing then the extra features
available with a vDS (compared to a vSS) are needed;

¢ to simplifynetwork mairienancein larger environmengless configuration

e delegationto a networkteam (relevant to Nexus 1000V)

e when Enterprise+ licencing is available!

¢ whenyou needPVLANSsolation of hosts within a single VLAN for exarple
¢ when you need networkMotion - VMSafe, vShielgroduct suite etc

2.4.6 Use command line tools to troubleshoot an existing vDS
See the troubleshooting sectionXor details.
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3 Deploy DRS Clusters and Manage Performance

3.1 Tune and Optimize vSphere Performance

Knowledge
e |dentify appropriate BIO&nd firmware setting requirements for optimal ESX/ESXi Host performance
e |dentify appropriate ESX driver revisions required for optimal ESX/ESXi Host performance

e Recall where to locate information resources to verify compliance with VMware and third party
vendor best practices

Skills and Abilities

Tune ESX/ESXi Host and Virtual Machine memory configurations
Tune ESX/ESXi Host and Virtual Machine networking configurations
Tune ESX/ESXi Host and Virtual Machine CPU configurations

Tune ESX/ESXi Host and Virtdathine storage configurations
Configure and apply advanced ESX/ESXi Host attributes

Configure and apply advanced Virtual Machine attributes

e Tune and optimize NUMA controls

Tools& learning resources

e Product Documentation
0 vSphere Resource Management Guide
0 P{ILIKSNBE /2YYIYRU[AYS LYGSNFIOS LyadGrkttlraarazy I\
o Performance Troubleshooting for VMware vSphere 4
vSphere Client
o Performance Graphs
vSphere CLI
o vicfg*, resxtop/esxtop vscsiStats
VMworld 2010 session TA778Mderstanding Virtualisation Memory Managemeéatibscription
required)
VMworld 2010 session TA717Performance Best Practices for vSpherebscription required)
VMworld 2010 session TA812Beginners guide to performance management on vSphere
(subscription required)
Performance Troubleshooting in Wial Infrastructured ¢ | oo Hnx +a@g2 NI R Qndo
e {0200 {I dSNDa o6f2311ad 2y adGd2NF3S LISNF2NXI yOS
e zaglNBEQAE t SNF2NNVIEYOS . Sad tNFrOGAOSa ¢gKAGS LI LISNI
LGiQa KINR G2 1y26 o6KIFIG (2 O20SNIAYy (GKAAa 202S00AC¢
troubleshooting(note the recommended reading of Performance Troubleshootiiigh)y OS G KSNB Qa
significant overlap witlthe troubleshooting sectiorLuckily there are plenty of excellent resources
Ay (GUKS 0ft2323LKSNB YR FNBY z+agl NS a2 AdGQa 2dzal

3.1.1 Identify BIOS and firmware setting s for optimal perform ance
This will vary for each vendor but typical things to check;

e Power savindor the CPU.
e Hyperthreading should be enabled
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http://www.vmworld.com/docs/DOC-3847
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e Hardware virtualisationlftel VT EPetc) - required for EVC, Fault Tolerance etc
NOTE: YoushouldalSoy I 6f S G(KS Wphb2 9ESOdziSQ YSY2NE LINERI
¢ NUMA settinggnode interleavingor DL385 for instancéNormally disabled checkFrank
5SYyySYlLyQa LkRal
e WOL for NIC cards (used with DPM)

3.1.2 Identify appropriate ESX driver revisions required for optimal host performance
L 3IdzSada GKSe YSIHy GKS 1 /[ [SiQa K2LS @&2dz R2y Qi
histories!

3.1.3 Tune ESX/i host and VM memory configurations
Read this great series of blog posts from Arnim Van Lieshout on memory managgragrane,
two andthree. And as always thErank Denneman post

Check youBervice Gnsole memory usage using esxtop.

Hardware assisted memory virtualisation
Check this is enabled (per VM). Edit Settixg®ptions> CPU/MMU Virtualisation;

{5 zhc1prmflbam02 - ¥irtual Machine Properties

ardware
Settings | Summer. Y |
General Options shetprmiflbamnz

wApp Options Disabled

Mware Tools System Default

Power Management Standby

General Namal

CPUID Mask Expose Nx flagto
s Delay 1000 ms

Disabled

hione

CPUJMHLY
Swapfile Location Use default settings

Adtomatic

ID-41 For instructior
Fewvare For MMU virtualization

2D For instruction set
d Intel@ EPT/AMD RV For MML

Help =3 Cancel
3

NOTE: VMware stronglgcommend you use large pages in conjunction with hardware assisted

memory virtualisation. See section 3.2 for details on enabling large memory pégesver

enabling large memory pages wikkgatethe efficiency of TPS so you gain performance at the afost
KAIKSNI YSY2NE dzal 3S o t AirdetestidogtueNd onpel\VMdafefauny R NS I R

Preference fomemory overcommitstorage performance (most effective at the fop
1. Transparent page sharing (negligible performance impact)
2. Ballooning
3. Memory compression
4. VMkernelswap filegsignificant performance impact)

Transparent Page Sharing (TP8}herwise known as dedupe!
e Enabled by default
e Refreshedgeriodically
e Can balisabled;
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o Disable per ES>Y4dd Mem.ShareScanGHz = 0 in Advanced Settings
(VMwareKB1004901
o Disable per VM add sched.mem.pshare.enable = FALSE in (¢hX/ not present
by default)
Efficiency is impacteld you enable large memory pages (see thgcussioh

Balloon driver

Uses a guest OS driver (wramctl) which is installed with VMware Tools (all supported OSSs)
Gues OS must havenoughswapfile configured for balloon driver to woefectively

Default max for balloon driver to reclaim is 65@an be tuned using sched.mem.maxmemctl
in .VMX (entry not present by defaulfRead thidlogpostbefore considering disabling!
Ballooning is normal when overcommitting memory andyimpact performance

Swapfiles

bh¢oyYy 2KAfS 620G§K | NB Of |

VMware swapfiles
o Stored (by default) in same datastore as VM (as a .vswp file). Size = configured
memory- memory reservation.
0 Include instoragecapacity sizing
o0 Can beconfigured to usdocal datastore but thatanimpact vMotion performance.
Configured at either cluster/host level or override per VM (Edit Settin@3ptions
Swapfile location)
0 Willalmost certainly impact performance
Guest OS swapfiles
o Should be configured for worst case (VM pages all memory to guest swayfde)
ballooning is used
AFASR a WYSY2NE

QX
QX

Memory compression

aSY2NE O2YLINBa&aA2Yy A& | Y

(7))

g FSIHGdNB (2 O{LK

cover it here.

Monitoring memory optimisations

TPS

esxtop;
0 PSHARE/MBOKSO1 WaKlINBRQI wO2YY2yQ | yR Wi
o Overcommit %tgown onthe top line of the memory viepress m) 0.19 = 19%.
0 bh¢9Y hy -S2y ppnn O6bSKIFIESY0L Kz2aha ¢t
overcommit memory VYMwareKB1021095
vCenter performance charts dzy RS M2 W& QU
o0 Wlemory share@Fdr VMs and hostscollection level 2.
0 WaSY2NE & hostoyilgrdection level 2

Ballooning

esxtop
o0 MEMCTL/MB check current, target.
MCTL20 seeifdriverisactivé LINRaa WF¥FQ (KSy WAQ G2
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http://kb.vmware.com/kb/1004901
http://www.yellow-bricks.com/2010/05/11/disabling-tps-hurting-performance/
http://frankdenneman.nl/2010/11/disable-ballooning/
http://kb.vmware.com/kb/1021095

e vCentemerformance chart® dzy RSNJ WaSY2NB QU T
o WY S YBalbBrQFor hosts and VMscollection level 1.
0 WYSY2NE o0 I QFr2NMsynlyicdllddidiblével 2.
Swapfiles
e esxtop
o SWAP/MB check current, r/s, w/s.
0 SWCUR to see current swiapMB0O LINS 3 4 2@F Q20 KBR Wol LJ O2f dzvy
e vCenter performance charts dzy RS NJ Ya SY2 NE QO
o Wemory{ 6 LJ | &SRQ 06 K2 &l &Lolleciadlewdi2¢ | LILISRQ o6+aav
o W{é6l LI Ay NI { SRorhosts fnil VM, calliénfion MdelilS Q ¢
NOTE: Remember you can tailor statistics leve@denter Server Settings StatisticsDefault is all
level one metrics kept for one year.

Read Duncan Eppings blogpost for some interesting pointsioig esxtop to monitor ballooning
and swappingSee Troubleshooting secti@w6.2for more information on CPU/memory
performance.

3.1.4 Tune ESX/ESXi Host and Virtual Machine networking configurations
Things taconsider
e /| KSO1l @2dzONB dzaAy 3 GKS hostéarsldhéguest OFMRoNE S NI 6 2 G |
installed and VMXNET3 driver where possible)
e Check NIC teaming is correctly configured
e Check physical NIC propertiespeed and duplex are corre@nable TOE possible
e Add physical NIGe increase bandwidth
¢ Enable Netgaue- see sectior2.1.3
e Consider DirectPath 1/©see sectiorl.1.4
e Corsider use of jumbo frameghiough some studies show little performance improvement

Monitoring network optimisations
esxtopd LINB@aG® 3SG ySGe2N] adldArAadardan
e %DRPTXshould be 0
e  %DRPR>should be 0
e . 2dz Oy Ifta2 aSS 4KAOK *a Aa dzaAy3a gKAOK LlhbL,
load balancing), pNIC speed and duplex
vCenter Performance> Advanced>Whb S 62 N] Q0O T
e Network usage average (KB/$Ms and hosts, collection level 2.
e Dropped rx should be 0, collection level 2
e Dropped tx- should be 0, collection level 2

See Troubleshooting secti@3for more information on networking performance.
3.1.5 Tune ESX/ESXi Host and Virtual Machine CPU configurations

Hyperthreading
e Enable hyperthreadintnthe BIO® A 1 Q&4 Syl 0 fESR 0& RSFldA G Ay
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http://www.yellow-bricks.com/2010/06/10/is-this-vm-actively-swapping-helping-heiner_hardt/
http://www.yellow-bricks.com/2010/06/10/is-this-vm-actively-swapping-helping-heiner_hardt/
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e Sethyperthreading shring options on a per VM basis (Edit Settirg®ptions) Default is to
Fff26 aKFENAY3I gAGK 20KSNJ taa |yR akKz2dzZ RyQid o
(cache thrashing).

e /IyQl SylroftS gAdK Y2N®gcalkKPYylimgH O2NBaA 69{ - KI

CPU affinity
e Avoid where possibleimpacts DRS, vMotion, NUMA, CPU scheduler efficiency
e Consider hyperthreadingR2 y Qi aSid (g2 +aa G2 dzasS /t! n g
hyperthreaded core
e Use caseslicencing copy protection

CRJ power managemenfvSphere v4.1 only)
e Enabledn BIOS and ESX
e Four levels;
o High performance (default)no power management features evoked unless
triggered by thermal or power capping events

o Balanced
0 Low power
0 Custom

NOTE: VMware recommend disabling @®Wer management in the BIOS if performance concerns
outweigh power saving.

Monitoring CPUoptimisations
esxtopo LINSaa wOQ G2 3ISaG /t!) adlraradcadaoT
e CPU load average (top lindpr example0.19 = 19%.
e  %PCPUshould not be 100%! If one PCPU is constdrigier than other check for VM CPU
affinity
e  %RDY should be below 10%
e  %MLMTD should be zero. If not check for VM CPU limits.
e . 2dz Oy If&az2 daS WwSQ (2 SELIYR | &LISOAFAO +a
vSMP isvorking effectively
vCente (Performance> Advanced> W/ t | QO T
o  WCPU usagkefor both VMs and hostgollection level 1
e W/ t ! wi&NVNRsofly, collection levdl Not a percentage like esxtopee thisblog
entry aboutconverting vCenter metrics into something meaningful

See Troubleshooting secti@¥6.2 for more information on CPU/memory performance.

3.1.6 Tune ESX/ESXi Host and Virtual Machine storage configurations

Ly NBFfAGE GKSNBQa y2i (GKFG YdzOK {(dzyAy3a &2dz Oty
tuning needs to be done at éhstorage array (reiterated in the ESXTOP Statistics gbaehat can

you tune?WatchVMworld 2010 session TA806fubscription required).

e Increase VM memory. This may increase cachingeahgce the impact on storage
e Disable AV scanning (often impacts storage quite heavily)
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¢ Use svMotion to move VMs to a less busy datastore

Multipathing - select the right policy for your array (check with your vendor);

¢ MRU (active passive)

e Fixed(active/active)

e Fixed_AP (active/passive and ALUA)

¢ RR (active/active, typically with ALUA)
Check multipating configuration ugg esxcli andicfg-mpath. For iISCSI check the software port
binding.

Storage alignment
You should always align storage at arNy|FS, and guest OS level.

Storage related queues

Use esxcfgnoduleto amendLUN (HBAQueue depth (default 32Byntax varies per vendor.

Use esxcf@gdvcfg to amend VMkernel queue depth (default. Z)ould be the same as the LUN

gueue depth.

NOTE:@2dz F R2dzad GKS [! b 1jdzSdzS @2dz KI @S (2 | Ra2dzali
setting)

Using vscsiStats

See section 3.5 for details of using vscsiStats.

NOTE: Prior to vSphere 4.1 (which includes NFS latency in both vCenter charts and esi®ipjsvsc
was the only VMware tool to see NFS performance issues. Use array based tools!

Monitoring storage optimisations
esxtop(LINB & & W RADEtQtdra& mezribibr WBAQLUN and per VM respectiyely
o KAVG/cmd should be less tharfdelay whilekernel empties storage queue)
¢ DAVG/cmd should be under -2®ms (approx)
e ABRTS/s should be zero (this equates to guest OS S&sitsn
e CONS/s should be zero (SCSI reservation conflicts. May indicate too many VMs in a LUN)
V4.1 only.
vCenter(Performance>Advanced> Disk. Only available in vSphere 4.1)
o Kernel disk command latenegollection level 2
e Physical disk command latencgollection level 2
¢ Disk command abortsif greater than 1 indicates overloaded storad&t.1 only.

Generic tips for optimising storage performance
e Check IOps
e Check latency
e Check bandwidth
e Remember for iISCSI and NAS you may also have to check network performance

See Troubleshooting secti@¥6.46.2 for more information on storage performance.
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3.1.7 Configure and apply advanced ESX/ESXi Host attributes
These can be configured W@nfiguration>Advanced Settingg ¢ KAy 3a4 &2 dzQf f KI @S

e Checking if Netqueue is enabled/disabled (vmKemé&loot)

e Updating your NFS settings to apply Netapp recommendations (if you use Netapp storage)
e Allowing snapshots on a virtual ESX host in you(uabupportel but very useful!)

¢ Disabling transparent page sharing

e Setting preferred AD controllers (when using AD integration in vSphere 4.1)

55 advanced Settings [<]
BufferCache |
cow NFS HeartbeatMaxFalures 3

S E::F‘g iy e e el i e mie e o
- Datallover Min; 1 Max: 10
DirentryCache
- Diskc NES Maxiolumes T
Fs5
T Maximum number of mounted MFS volumes. TCPJIP heap must be increased accordingly (Requires r.
Iq
- LPage Min: 8 Max: 64
Mem
- Migrate FS SendBuffersize 764
Hisc .
Default size of socket's send buffer in KB
HFS
Het Min: 32 Max: 264
Huma
- Power IFS. ReceiveBufferSizs =
RamFilter
- St Diefault Size of sackst's receive buffer in KB
User
- Uservars Min: 64 Max: 264
YMES3
& UMkernel FS YolumeRemountFrequenty a0
WProbes Time in seconds befare attempting to remount a volume
Min: 30 Max: 3600
NS SyncRetries =
Number of retries before synchranous 10 fails (10 secands per retry)
Min: 3 Maxi 360 |
ok | Concel | hep |
4

ThevSphere Resource Management Guidessome of the memory attributes but there are loads
to investigate.

3.1.8 Configure and apply advanced Virtual Machine attributes
These are configured on a per VM basis via Edit Settin@ptions> Generat> Configuration
t I N} YSGSNE® ¢ KadtyaAdl REB dADAzZEILIZAIE Q3 KNBO2YYSYRIGA2Y

¢ Disabling alerts about a missing SCSI driver (courtesy difidligos)
e Enabling &ult Tolerance on a virtual ESX hfwstyour lab (not that this worked for me)
¢ Enabling nested VMs to run on a virtual ESX host
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@ Configuration Parameters B

Modify or add configuration parameters as nesded For experimental Features or as instructed by technical support,
Entries cannot be removed.

Hame - | value B
guestCPUID. 1 000006 10001050080002201 0febfbff

guestCPUID. 80000001 000000000000000000000001 20100500

userCPUID.O 000000047 568654760657 46849656869

userCPUID, 1 000006f&0002050000043bdbfebfbff

userCPUID, 30000001 00000000000000000000000120100300

evcCompatibilityMode TRUE

monitor_conkrol.restrict_backdoor | TRUE

pribridges. present true

pribridges, virtualDey prisRootPort

priBridges. functions 8

priBridge6. present krue

pibridget, virtualDey peieRaootPart

pribridges. functions 8

pribridge? . present true

pribridge? . virtualDew prisRootPort

rrifridnR 7. frnctinns a _'LI
4| | 3

Add Row

[s]4 | Cancel | Help

nl—

3.1.9 Tune and optimize NUMA controls

NonUniform Memory access (NUMA) is a technology designed to optimise motherboard design.
Rather than provide a single pool of physical memory to the various CPUs each CPU is given a set of
Wi 20t Q YSY2NE GKAOK Aa Oy thaOnot@andemaydshdstanilydzA O f & d
accessibletoall CPWReadt a g NB  F{ LIKSNBEu Y ¢KS /t! foroar§iRfozt SNI Ay +

If you want to understand NUMA, yameedto check outC NI vV 1 5 Sy \ &svof Mafzi20ELA G S
KSQa imdepthaniokes about NUMA.

Practical implications for VCAFCA exam?
e Configured per VM. Go to Edit SettingsResources tat» Advanced CPU.
e Can have a performance impact if not balancing properly
e Can be monitored using esxt¢p NI vV 1 5 Sy y<hows foma LJ2 &
e Setting CPU affinity breaks NUMA optimisations

Configure CPENnd memory NUMA affinity;

dpit02 - ¥irtual Machine Properties

(% zn-viper-sandpit02 - virtual Machine Properties

H: jons| Resources

T s Hardware: | Options | Resources irtual Machine Yersion: 4

Settings [ Summary [ ERES [ Summary RUMA Memary AFfirity
<P 0MH: et Seisian o o Select NUMA node affinity For this vitual machine:
Memory oME ode: Any - Memary amB
Disk Mormal ‘Allow sharing of physical CPL cores when the host supports Disk Rlormal £ Mo affinity
r Adwanced CPU T sherng: Ay | hyperthreading. Advance d CPU HT Sharing: Any ™ Lise memory From nodes:
dvanced Memory WLMA Nodes: 2 FEl e ETE MUMANodes:2 ] ol
'~ Scheduing ATty
Hyperthreading Status:  Active
Aivailable CPLS: & (logical CPUs)

Select logical processor affinity for this virtual machine.
Use ** for ranges and ', to separate values. For example,
'0,2-4,7" would indicate processors 0, 2, 3,4, and 7.
Clear the string to remove affiniy settings.

Monitoring performanceimpact of NUMA
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http://www.vmware.com/resources/techresources/10131
http://frankdenneman.nl/index.php?s=NUMA
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Using esxtop go to the memory view (m). The first figure is the total memory per NUMA node
(approx. 20GB in the screenshot below) and the figure in brackets is the memory freedeeil o
3SG Y2NB b'!'a! NBfIFTGSR adrdraidarda LINBaa WFQ oi2 3

nic

[
(=]

As you can see this seniarthis examples very imbalanced whiatouldpoint to performance

AaadzsSa 6A0Qa | n ®n dzvookinGNifed yol ca seg/tigat zHEGURARIEDL dnly a ! QU
has 54% memory locality which is not gq@incan Epping suggests under 80% is worth worrying

about). Otherpeople have seen similar situatioasd VMwareKB1026068 & Of 2 4SS o0dzi R2S4&)
perfectly match my symptoms'Sphere 4.1 has improvéry (1 & dza A Y A suppbrk R b ! a

GKFGQft KSft LIX
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3.2 Optimize Virtual Machine Resources

Knowledge

e Compare and contrast virtual and physical hardware resources
e |dentify VMware memory management techniques

e |dentify VMware CPU load balancing techniques

e LRSY (AT gitesfaBotr AL fpatiaie st

Skills and Abilities

e Calculate available resources

e  Properly size a Virtual Machine based on application workload
e Configure large memory pages

e Understand appropriate use cases for CPU affinity

Tools & learning resources

e ProductDocumentation
0 vSphere Resource Management Guide
o P{LKSNB / 2YYLl VIksm[afioff &nd Scyipfing B#iide O S
o !'VYRESNBGIYRAYI aSY2NE wS&a2dNDOS alyl3SySyid Ay
0 zasl NB QO{ILIKSNBn Y ¢KS /t! {OKSRdzZ SNIAY z+agl
e vSphere Client
o Performance Charts
e vSphere CLI
0 resxtop/esxtop
e VMworld 2010 session TA7750 Understanding Virtualisation Memory Manadémescription
required)
e +tagl NB5Q& t SNF2NNVIYOS . Sad tN

I+

NI

- OGAO0SE G6KAGS LI LISNJI

[EN

CKAd 202SOGAQGS Aa FT20dzaSR 2y (KS +aa beiveeih®&NI GKIFy GKS
objective and the previous one.
3.2.1 Identify m emory management techniques
The theory- read the following blogposts;
e CNI V] 5SYyVYSYIYyQad AYLIOG 2F YSY2NER NBaAaSNDI GA 2\
e 5dzy Ol YV 9LJJAY IQa (A EoxkFduBway thiroddh thé cdmrhéatst)i

CKS F2ff2gAy3 YSY2NE YSOKIFIYyAadYa 6SNE O20SNBR Ay
e transparent page sharing
e ballooning(via VMTools)
e memory compression (vSphere 4.1 onwards)
e virtual swap files
e NUMA

There are also various mechanisms for controlling memory allocations to VMSs;
e reservations and limitations

e shares- disk, CPU and memory
e resource pools (in clusters)
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http://www.vmware.com/pdf/vsphere4/r41/vsp_41_resource_mgmt.pdf
http://www.vmware.com/pdf/vsphere4/r41/vsp4_41_vcli_inst_script.pdf
http://www.vmware.com/files/pdf/techpaper/vsp_41_perf_memory_mgmt.pdf
http://www.vmware.com/resources/techresources/10131
http://www.vmworld.com/community/sessions/2010/
http://www.vmware.com/pdf/Perf_Best_Practices_vSphere4.0.pdf
http://frankdenneman.nl/2009/12/impact-of-memory-reservation/
http://www.yellow-bricks.com/2010/07/06/memory-limits/

Disable unecessary devices in the VM settings (floppy drive, USB controllers, extra NICs etc) as they have a
memory overhead.

3.2.2 CPU load balancing techniques

Reatt a g NB @{ LIKSNB¥ Wyt kS 6/l tNB BRdBNEIRAAnSIRIS YV YV S Yid y Q& o0 f 2 Z
understand the theory.
e NUMA architectures (see section 3.1.9 for full detdils)5 2 y Qi £ £ 2 Ol thaéh | +a Y

per NUMA node.
e Hyperthreading
¢ Relaxed cescheduling

Use cases for CPU affinity
e licencing (although some companies suchas OéadleA f £ R2 V)G K SMBEOA H0AA B | Al
on per physical BU
e copy protection schemeshich bind applications to a CR8afeEndFireDaemon elc

Disadvantages
e . NBF1&a bl!a! 2LIWAYAaAlIGA2ya 064SS CNIYyl 5SYyySYl\
e I +a GgAGK /t! FTFFAYyALGE &aSG OFLyy20 0SS @az2irzy:
fully automated DRS cluster either.

3.2.3 Hot Add prerequisites
¢ Not enabled by default.
e GuestOSsupport (KSO1 WI dbbgbost f@ Gekails affjuest OS and hotplug
¢ Memory andCPUgan behot added(but not hot removed but not all devices can
e Enabled per VM and needs a reboot to take effect (ironically!).
o Enable on templates
e Virtual hiw v7
¢ Not compatible with Fault Tolerancaise one of the other.

3.2.4 Calculate available resources
There are various places to check available resources;
e At the host level
0 The summary tab shows a high level view of free CPU and memory (with TPS savings
accounted for)
0 The Resources tab shows mamedepthinformation broken down pe¥M
e On resource pools
o Check the reservations and limits set for the resource pool. Is it unlimited (the
default) and expandable?
e At cluster level
0 Use the DRS distribution chart to understand the resource allocation

One of the most common support issuesliNE dzo f SAK22GAy 3 K& | LI NI A Odz
on, typically with the error that it failed admission control. Check resource pool settings!

e Inthe VI client check the VM requirementSPU, RAM, reservations, limits etc

¢ In a cluster check &mission control is enabled (Edit SettingdHA)

e Check the parent resource pool to see if it heservation ofimits set

e Checksharesforthe VMM T A G Q& Ay | Of dzaGSNJ @2dz Oy OKSO]
Resource tab.
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http://communities.vmware.com/message/1527202
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NOTE: One common saionfiguration is to have VMs in the root resource pool. This can completely

skew the resource allocation S O dza S A G Qf t 3ISG | LISNOSyidl3sS 27F (K

NOTESharesarerelative to other VMonthesame host YR 2yt & | LILX & 6rKSy
Food for thought from Duncan Epping

bhe¢oY 2KSY FRYAAdaAz2y O2yGNRE OKSOla&a | @FAfl
L2 6SNBR 2y0 ABYdNBR NNERREBNYSKNY WwW3dzSaild LKe
are factored into admission contrdtxplained by Frank Denneman

Q¢ O
Se —h

Make sure you remember your VCP knowledield resource poots
e expandable reservationghe child resource pool can also use spare resources from its
parent resource pool
o fixed reservationsthe child resource pool has a fixed limit and attempt to allocate more
resources will be denied.
Some good thoughts in thigMware communities thread by Jase McCautyl anotherErank

Denneman post

3.2.5 Properly size a VM based on application workload
Refer to section 3.1 regarding tuning memory, CPU, network and storage. Memory is often the main
resource to get rightUseeither vCenter or esxtop to monitor the memory statistics below;
e Active memory is keyshows an estimated amount of RAM needed by the VM
e Check blloonedor swappednemory
o Ballooning is probably OK
o Swap is BAD!

NOTE: Somapplications wilgrabas much memory as theyan (or are configured t@nd manage it
themselves rather than leaving it to the guest (J&va andracleare typical examples
Unfortunately this makes tuning the VM difficult msither VMware or the guest OS know what
memory is in use (and therefore can be paged/ballooned).

Check using esxtop that a vSMP server is equally balancing CPU across thettiePuise it
maybe misconfigured or simply not using multithreaded apps (in which case you could consider
decreasing vCPU allocation). Consider HAL when doing this.

3.2.6 Configuri ng large memory pages
From theVMware Performance Best Practices whitepgper
LY FTRRAGAZ2Y G2 OGUKS dzadzZf nY. YSY2NER LI 3Sasz

9{ -

(commonlyrefddBR (2 a afFNABS LI 3ISasédod . & RSFlLdA G 9 -

to guest operating systemthat request them giving the guest operating system the full advantage
2F dzAaAy3a fFNBS LI 3Saodé

VMware recommend that when hardware memory virtualisation is enabled you also enable large
page support in the guest OS (ESX is enabled by defamtle estimates show a D%
performance increase for large memory pagesore in theVMware white paper on large page

performance

If you want to know more check thiod blogpost on lme memory pages by Forbes Guthaied follow
hislinks for some interesting discussion.

Enabling/disabling large pages in ESX
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vSphereautomatically enables largeagesbut you can disable it if you want. Go to Configuratisn

Software -> Advanced Settigs(this applies to all VMs onthe hogt) ! TG SNJ OKIF y3IAy 3 (§KA:
need to vMotion your VMs off and back onto the host for the memory to be reallocated into small

pages.

[ Advanced Settings
r
. Misc Mem, CHiMaxPercent o
Met
[E wmmemctl limit a5 percentage of ¥M max size
Pu Min: 0 Max: 75
- Mum.
LPage Mem. AllocHighThreshold [ =m
- Disk.
- Migrate Threshold (in ME) at which we start allocating memary above 4GB
- Sesi
User Min: 1 Max: 4096
MFS
- WMFS3 Mem. AllocGuestLargePage 1
BufferCache _
cow Enable large page backing of guest memary
Power Min: 0 Max: 1
. FS5
T Mem, AllacLlssPSharePas] 1
... DirentryCache
User¥ars Use pshare pool to allocate memory For shared pages
- Config
[ Whkarnel Min: 0 Max: 1
Merm. AllocllssGuestPosl 1
Use large page pool to allocate memory for guest pages
Min: 0 Max: 1
Mem. AdmitHeapHin Tom
free heap space required to pawer on ¥M, in KE
Min: 256 Max: 10240 =

ok | caes | wee |

NOTE: You can also override this setting per VM by adding the followirginghe .VMX file;
monitor_contol.disable_mmu_largepages = FAf&&N thisthread)

To endle large pages in the guest OS

See vendor documentation (W2k3 and RHEL4 are also covered\Viviilvare white paper on large
page performanck

e Windows2003Sy Il 6f S LISNX¥A&AA2Y G2 W[ 2 Ohapiny As¥ighNE Q Ay
rights to the appropriate user (maybe a SQL account if using large pages with SQL server for
example)

e Linux- ®¥cho 1024 > /proc/sys/ivm/nr_hugepades

Impact on TPS

¢t{ R2SayQi 662N o6A0K B&lén\sBréers oSarystlimithliardvérda > a2 2y
assisted memory virtualisation) the memory saving via TPS are minianisethere is memory

contention When memory is overcommitted TPS can break down a large memory page into small

pages s PS benefits can still be realisédMwareKB1021095

bh¢9Y ¢KS AYLIOG 2y ¢t { 2yfte 0O02YSa Ayidz2 LXre AT
3dz84G h{o® LT AdQa 2vtd SyLoftSR Ay 9{- odzi GKS& 3c
be used and TPS will kick in as usual.

Application support for large pages
Consider what applications are running and whether they benefit from large p&gésK SNBH A &S A (1 Q:
a waste of time!

Some details about enabling large pages for SOL Server 2008
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3.3 Implement and Maintain Complex DRS Solutions

Knowledge
e Q9ELXIAY 5w{ FFTFAYAGE YR IyldAnlFTFAYAGE Nz Sa
e Identifyrequired hardware components to support DPM
e Identify EVC requirements, baselines and components
e ! YRSNAGIYR G(G(KS 5w{ aft20maial § F+t3I2NRARGKY FyR AlG& AY

Skills and Abilities

e  Properly configure BIOS and management settingsippsrt DPM

Test DPM to verify proper configuration

Configure appropriate DPM Threshold to meet business requirements

Configure EVC using appropriate baseline

Change the EVC mode on an existing DRS cluster

Create DRS and DPM alarms

Configure applicable power management settings for ESX Hosts

Properly size virtual machines and clusters for optimal DRS efficiency

Properly apply virtual machine automation levels based upon application requirements

Tools & learning resources

ProductDocumentation
0 vSphere Resource Management Guide
0 vSphere Datacenter Administration Guiget listed in blueprint, but details EVC)
vSphere Client
o0 DRS Resource Distribution Chart
CN} yv] 5S8SyySYlILyQad o0ft23132aG 2y dzZAAYy3d 5ta gAGK 5w
WEEd2y . 20KSQ4a o6f231J2ad o2dzi 5ta !|'L O2yaraidsSyoe
5dzy Ol Yy 9LJJAYI FYR CNIVYV] 5SyySYylyQa I ! FyR 5w{ 022
e DRS limitations with vSMP
Fine tuning the DRS algorithm
The math behind the DRS algorithm
Communityblogpostc good log files for troubleshooting EVC
CNJ vy 1 5 Sexeelieirpost 6ndVMHost affinity rules

3.3.1 Advanced DRS

The basics
Use the (new to vSphere) DRS Faaittd DRS Histotgabs to investigate issues with DRS

By default DRS recalculates every 5 minutes (including DPM recommendations), but it also does so
when resourcesettings are changed (reservations, adding/removing hosts etc).For a full list of
FOGA2ya oKAOK GNAIISNI S5w{ OFfOdA I GA2ya &aSS CNI VY|

Limitations of DRS with vSMP VMs
DRS deepdive at Yellow Bricks
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http://www.vmware.com/pdf/vsphere4/r41/vsp_41_resource_mgmt.pdf
http://www.vmware.com/pdf/vsphere4/r41/vsp_41_dc_admin_guide.pdf
http://frankdenneman.nl/2010/06/vmware-fault-tolerance-and-dpm/
http://www.boche.net/blog/index.php/2010/10/25/request-for-ui-consistency/
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http://blogs.vmware.com/uptime/2011/01/tuning-the-drs-migration-threshold.html
http://professionalvmware.com/2010/06/the-math-behind-the-drs-stars/
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http://frankdenneman.nl/2010/07/vm-to-hosts-affinity-rule/
http://www.virtualizationpractice.com/blog/?p=9387
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ax

bhe¢oY LGQa LISNFSOGte LRaaActsS G2 GdNY 2y -5w{ S@8
T2NJ SEFYLX S AT Qaz2idA2y A&y ®Réstudtyyostly ® Rigrat@ayMp 2 v Q i

o1

Affinity and anttaffinity rules
There are two types of affinity/anffinity rules;

e VM-VM (new in vSphere v4.0)
e VM-Host (new to vSphere 4.1)

The VMVM affinity is pretty straightforward. Simply select a group of twanore VMs and decide
if they should be kept together (affinity) or apart (aaffinity). Typical use cases;

o Webservers acting in a web farm (set aaftinity to keep them on separate hosts for
redundancy)

o A webserver and associated application serget @ffinity to optimisenetworkingby
keeping them on the same host)

VM-Host affinityis a new featurgwith vSphere4.1)6 KA OK f Sia e2dz WLIAYQ 2y S 21
particular host or group of hosts. Use cases | can think of;

¢ Pin the vCenter server to awple of known hostin a large cluster

e Pin VMs for licence compliancedl KAy { h NI Oft Sz | f 1 K2dAK | LILI NBy
new feature as being valigisee thecomments in his pos)

e Microsoft clustering (see section 4.3 for more details on how to configure this)

e Multi-tenancy (cloud infrastructures)

e Blade environments (ensure VMs run on different chassis in case of backplane failure)

e Stretched clusters (spread between sit8ge thidNetapp post for Metrocluster details

To implement them;

e 5STAYS WLR2taQ 2F K2adao
e DSTAYS WLR2faQ 2F +aaod
e (reate a rule paingone VM group withone host group
o Yecify either affinity (keep together) or ardifinity (keep apart).
o {LISOATFTE SAGKSNI wakz2dzZ RQ 2N WydzaiQ 6LINBTSN.

¢tKAAad Aa O2 PARS\GEugNBERgeR VI i K SagasafzheSDRS Properties;
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) LabCluster Settings [<]

Cluster Features

Use this page to create rulss For virtual machines within this cluster, Rules will apply to
WMware HA

virbual machines only while they are deployed ta this duster and will nat be retained if the

Yirtual Machine Options virtual machines are moved out of the duster.

%M Monitaring
WMware DRS Mame | Type | Defined by

DRS Groups Manager B EE Clsterinabo Run ¥Ms on Hosts User

Rules [P M custer nodes (cluster ina...  Chuster ¥M Group

Wirtusl Machine Options (8 M Clustering {cluster in aba...  Cluster Host Group

Pawer Management B FE [Custer ina box (VFs) Keep virtual Machines Toget,..  User

Host Options B M55 node 1

WMware EVC B ecs oz
Swapfile Location node

< | 2l
Add... Remove Edit... Details, .
ek Cancel

bh¢ovY ¢ Kadwalawifalfedn4.0, but the DRS Groups Manager tab is new in v4.1. In v4.0
youcould set VME a NHzf Sa X AloStaulewhithéare ndvS + a

NOTE: You only need vCenter v4.1 to get the new-Hikaffinity functionalityg the hosts
themselves ca still be running v4.0.

Properly size VMs and clusters for optimal DRS efficiency
Use reservations sparinglyimpactsslot size (see section 4.1 Complex HA for details of slot size
algorithm).

VM-Host affinity rules should be used with caution and sygyj especially the mandatory ruleklA,
DRS, and DPM are aWare of and bountby these rules which could impact their efficiengyu-VM
FFFAYAGE NMHzZ Sa NS tSaa 2F +y AaadsS 0SOI dza S
rules (and RS load balancing is done amongst hogBy)erations which can be blocked by a VM

Host rule include;

e Putting a host into maintenance mode
e Putting a host into standby mode (DPM)

Size VMs appropriatetyoversizing VMs can affect both slot size (if usesgrvations), free
resources and the DRS load balancing algorithm.

DRS Alarms
There are no alarms predefined for DRS but there are plenty you can define;
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General  Triggers |Rapnrtlnq| Actions |
The alarm will trigger i any of the specified events occur,
Event | Status | Conditions
[ Alert Advanced
DRS disabled -
[ |
L3, Advanced settings are associsted with this trigger Add Remove
Ok I Cancel | Help |
0 2 A A 5 K A < A e =
NOTEL QR KIS tA1SR I ¢gle 02 3IS0 Fy SYFAt y2U0AFTAOL

createdO Ay al ydzZrf 2NJtFNIOAFE ldzi2aYFGA2y Y2RSO odzi

DRS/s DPMautomation level
As pointed out by Jason Boche, tagomation level sliders ar@¢onsistent between DRS and DPM
This stems from a difference in the way recommendation are done for the two functions;

e For DRS the highest recommendationaied 1, lowest is Prior to vSphere 4.1 this was the
opposite and used starts instead (ie atar recommendation was the highest)
e For DPM the highest recommendation is rated 1, lowest is 5

A~ “

.S OFINBFdz ¢gKSy &aSiilAy3a dKSaS GKIG &2dzQNBE aSitlAy
3.3.2 Distributed Power Management (DPM)

BIOS requirements

e Ensure WOL is enabled for the NICwés disabled by default on my DL380G5)
e Configure the IPMI/iLO

Hardware requirements
Three protocols for using DPM depending on your hardware features/support;
e WAOL is supported (or not) by the network cards (although it also requires motherboard

support).L 0 Fft2¢6a | &ASNIBSNI (2 0SS Wg21SyQ dzLJ o0& &

when the server is powered off. SedwareKB100337®r details.Largely unrelated tijg

K2¢g G2 &SYR | WYFIAO LIOTSHQ dzaAy3d t26SNAEAKST
e IPMI.

e (LO/DRAC cards
If a server supports multiple protocols they are used in this order: IPMI, iLO, WOL.
bhe¢oY ! vyF2NIdzyl St &irtdalPEGX hodtsyasiiie EARASIrivert(vehichdsiude
GAGK @9{ -0 R2SayQi adzLJl2 NI 2h[ FdzyOlA ystf Aled ¢FK
from vinf.net

Configuring DPM
_2d2Qff YSSR ! ROIYOSR tAOSYOAYy3I 2NJ KAIKSNI G2 380
For WOL

e you must use the vMotion (or VMkernel) port (so this must support WOL)

e OKSO1l GKS LR2NI &LISSR Aa asSi G2 wrdaZizQ 2y G(KS
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e testiKI G | K2ad Wgl 1SaQ O2NNBOGfe FNRBY aidly

192.168.8.15 ¥YMware E5Xi, 4.1.0, 260247

Summary | ¥irtual Machines [ Performance - Rt : Ev
TR Network Adapters ‘,..-""'-'__""'-\
Device | Switch | mac ac
Processors Broadcom Corporation NC373i Integrat
Memary B3 vmnicl wawitchl oo:15:
Storage ER vmnicO wSwitch( 00:13:
Mekwarking

Storage Adapters
v Metwork Adapters
Advanced Settings

Power Management

Configuring IPMI and ILO/DRAC requires extra steps, done via Configusefioftware> Power
Management. You need to provide;

e Credentials (vCenter uses MD5 if the BMC supports itfellseback to plaintext)

e the IP address of the IPMI/ILO card

e the MAC address of the IPMI/ILO card

192.168.8.15 ¥Mware ESXi, 4.1.0, 260247

Summary ' Virbual Machines ' Performance Qe NENR) asks & Events | Alarms
Hardware IPML/iLO Settings for Power Management Properties. .
Proressnrs IPMI or iLO settings permit the host bo participate in a Distributed Power Management (OPM) enabled cluster, In addition, manual Standby and Power On
commands may be issued through wCenter,
Memoary
Skorage
Networki Ser name: Administrator
shwerind BMC P Address: 192.168.8.25
Storage Adapters BMC MAC Address: 00:17:a:46: 70: 04
Metwork Adapters

Adwanced Settings

Power Management

Software

Licensed Features
Time Configuration
DS and Routing
Authentication Services
v Power Management
VIFEOETTS ® otartupfShukdown
Yirtual Machine Swapfile Location
Security Profile

System Resource Allocation

Advanced Settings

Enabling DPM

e ¢Sald SIOK K2al AYRAQARdzZ ff& (2 .SefEPMANGS A G Q&
I.

RAalof SR F2NJ
e Enable DPM on the cluster
e Set the DPM threshold
e Priority-one recommendations are the biggest improvement and priefiitg the least. This

ye K2adlaprdiokolsii R2y Qil & dzLJLJ2 NI

[
0K

is the opposite of the e similar looking DRS thresholsseWl 42y . 2 OKSQa o6f 2 3LJ2

DPM Ul consistendpr details.
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e 5AaF06fS LR6SNI YIYyFI3aASYSyid F2NI lFye K2ada Ay GK!
protocols

(5)LabCluster Settings

using IPMI or iLO, configure
ing DPM, For all power on
nabing DPH.

Specy the defauik pawer management for this cluster,
 off

hware EVC
Swapfils Location .

cuzting 2 host's virtual machines and powering off the host
usage is low, and powering the host back on when

Using alarms with DPM
e Definethe defaultalarm foW 9 EA G &Gl yRo& SNNBNR &2 &2dz OFy Y
to return from standby.
¢ Using DPM means hosts will go offline frequently which makes monitoring host availability
RAFFAOMzZ G a4 &2dz OF yQli RA&GAY Ddeerddwnl ISydzAayS
e Optionally you can create alarms for the following events;
o Entering standby mode
o0 Exiting standby mode
0 Successfully entered standby mode
0 Successfully exited standby mode

3.3.3 Enhanced vMotion Compatibility (EVC)

EVC increases vMotion compatibiligb Y a1 Ay 3 2FF /t! FSIFGdz2NBa 6KAO
cluster. L0 Q& Syl ofSR G OtdzadGSNI £t S@St FyR A& RAalofS
NOTE: EVC does NOT stop VMs from using faster CPU@geedsvare virtualisation featurethat

might be available on some hosts in the cluster.

A

NOTE: EVC is required for FT to work with DRS.

Requirements
e 1ff K2al0a Ay (GKS OftdzaGSNI Ydzad KI @S /t] Qa TNR°
e All hosts must have vMotion enabled (if not who cares about &upatibility?)
e Hardware virtualisation must be enabled in the BIOS (if present). This is because EVC runs a
check to ensure the processor has the features it thinks should be present in that model of
CPU.
bhe¢oY ¢KAA AyOfdzRSE mabledAy3d GKS Wbz 9ESOdzi SQ «

Configuring a new cluster for EVC
1. Determine which baseline to use based on the CPUs in your (obstsk the Datacenter
'l RYAYAAUNr GA2Yy DdzA RS OKIF LJG S Nokmow, orfh@ Mdrdin O2 Y LI {
depthVMwareKB100321P f (1 K2 dzA K (KA & 62y QG o06S I @FAf Il o6ftS |
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the host.

4. Add hosts to the cluster.

Changing the EVC level on an existing cluster

Configure EVC on the cluster (prior to adding any hosts)
If the host has newer CPU features (compared to your EVC baseline) power off all VMs on

e You can change EVC to a higher baseline with no impact. VMs will not benefit from new CPU
TSI GdNBa dzyiaf SIFOK +ta KFa 088y
¢ When downgrading th EVC baseline you need to power off (or vMotion out of the cluster)
all running VMs.
" Disable EWC " Enable EVC For AMD Hosts 1+ 'Enable EVE For Tntel Hosts
YMware EVC Mode: Intel® Xeon® Core™2 j
Description |
Applies the baseline feature set of Intel® Xeon® Core™?2 {"Merom") processors to al MSCS node 1
hosts in the cluster.
Hosts with the following processor types will be permitted ko enter the cluster: Sl.lmmar‘;.-' Resource F\"l:ll:-ﬁtil:lrl F'EI'FE'I‘TI'I-E!FI':E
Intel@ seon@ Cora™2 ("Merom")
Intel® Beon® 45nm Core™2 ("Penryn’) EEI'IEI"EI
Intel® %eon@ Core™ i7 ¢'Nehalem"
Intel@ ean 32 Cors™ 7 (esimere") Guesk 05 Microsaft Windows Server 2003, Enterprise ...
WM Version: 7
For more information, see Knowledge Base article 1003212, CPU . 1 VCPU
Bom=ilic: Memory: 1024 MB
= @ The clusker cannok be configured with the selected Enhanced vMotion MEITICII”}." O\I'Er'head' 95,658 ME
Compatibility mode; CPU Features disabled by that mode may currently be in use ' '
ngy pnlg:lrle::;:;suspended virtual machines in the cluster, YhMware Tools: aK
IP Addresses: 192.168.213.100
DN Mappe; co,uk,
oL EVC Mode: Intel® xeon® Core™2
State: Powered On
Hiosk: 192,168,813
[0 ] ool | Active Tasks:
°

An alternativeapproach is to create a new cluster, enable the correct EVC mode, and then

move the hosts from the old cluster to the new cluster one at a time.
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3.4 Perform Capacity Planning in a vSphere environment

Knowledge
e ! YRSNEGFIFYR (GKS 5w{ &at20dmaAal S If3I2NRGKY YR Ala AY
e Identify tools needed for monitoring capacity planning
e Identify performance metrics related to resource comtien and saturation

Skills and Abilities

e Predict when additional ESX/ESXi Host, network or storage resources will be required by olaserving
existing environment

o Determine when to expand or contract provisioned Virtual Machine resources basedbgened
Virtual Machine utilization

e Interpret performance metrics from vCenter to properly size the environment

Tools
e  Product Documentation
0 vSphere Resource Management Guide
o  Overview Performance Charts Help
e vSphere Client
Again there is a considerable overlap between this objective and the others in section theee
goalof understanding the DRS sisize is an exact duplicate from section 3.3!

3.4.1 DRS slot size algorithm and its impact on migration recommendations
This was covered in section 3¥ou can always reread tBERS deepdive at Yellow Bricks

3.4.2 Identify tools needed for monitoring capacity planning
e vCenter Performance Charts
e vCenter Storage views
e esxtop(particularly in batch or reply mode)
e Perfmon
e Third party toolgnot likely in VCABCA exam though
ConsidelSCSI reservations per LuiNmber of VMs per LUN. Adaptive vs predictive LUN sizing.

3.4.3 Predict when additional ESX/ESXi Host, network or storage resources will be
required by observing an existing environment
Refer to section 3.1 for the metrics to chechllpark;
e Memory-how much is in the host compared to active memory used? Factor in reservations
etc
e Network¢cl y& RNRBLIJIJSR LI O1SGAK aA3dakKd AyYLie& 3INBFGSN
e CPLl check for long term patterns using Performance Charts.
e 1/0 ¢ high latency ordck of capacity are the main indicators to look for

3.4.4 Interpret performance metrics from vCenter to properly size environment

S g NB 6KIFG GKS @GFNR2dza YSGUNAROa I OlGdzartfe aK2g
Host Memory and Guest Memory in tkereenshot below?? The answers can be found in VMworld
session TA8129 Beginners guide to performance management.
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virbual Machines asl wents | Blarms | Petmissions | Maps | Update Manager

Marne, State, Host or Guest OS5 contains: - I

Mame | Skate | Hosk | Provisioned Space | Used Space | Host CPL - MH. Host Mem - ME = | Guesk Mem - &

(s ZV¥SPRDEOS Powered On zogprvshOl.mflcouk 220.00 GB 212.00 GB 2612 8000 25 -3
(3 LONWO4135 - 585 PC Powered On zcgprvsh0S.mflco,uk 206.02 GB 195,66 GB eyl 6021 ol
(s =zcoprapp0? Powered On zegpryshid.mfl.ca,uk 45,00 GE 8.01 GB 26 | 4176 | s
s ZCGPRCTRLY Powered On zcgprvshO4,mflco,uk 28,00 GB 9,63 GE 206 |l 4169 [ 5 [

vCenterand ESXTOP present statistics differently. While ESXTOP tends to display a more useful

figure (%CPU ready for example) the value presented in vCenter needs to be calculated depending
on the time interval.

Remember that vCenter summary statistics can simrmes mislead memory per host looks fine in
the screenshot above but you might find NUMA locality is low (for example).
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3.5 Utilize Advanced vSphere Performance Monitoring Tools

Knowledge

e Identify hot keys and fields used with resxtop/esxtop
e |dentify fidds used with vscsiStats

Skills and Abilities

e Configure esxtop/resxtop custom profiles

Determine use cases for and apply esxtop/resxtop Interactive, Batch and Replay modes
e Use vscsiStats to gather storage performance data

e Use esxtop/resxtop to collegerformance data

e  Given esxtop/resxtop output, identify relative performance data for capacity planpimgoses

Tools & learning resources

Product Documentation
0 vSphere Resoce Management Guide
0 P{ILIKSNE /2YYIYRun[AYS LYGSNFIOS LyadGqtttlraazy I
o vSphere Client
vSphere CLI
0 esxtop/resxtop
0 vscsiStats
VMworld 20@ session TA1440ESXTOP for Advanced users
VMworld 2009 session TA383BSXTOP for Advanced users
e VMworld 2010 session TA672B8SXTOP for Advanced usersbscription required)
This is one objective where you definitely have to get handsiok SNE Qa y2 gl & @& 2 dzQf f
20KSNBA&ASP LRSI & eectaplyviith d lyod Santthostswith tnemory F NI & (i NHzC
contention, ballooning, swapping, NUMA optimisations etc so you can play/understand the features.

3.5.1 Using resxtop
Two ways of invoking;

e resxtop--server <esxi host>
e resxtop--server <vCenter serverwihost <esxhost>

3.5.2 Determine use cases for and apply esxtop Interactive, Batch and Replay modes
First things first start by watching some VMworld presentations fr&@08and2010(subscription
required). Then read some common counters to understand fiteerobligatoryDuncan Epping
blogpost about esxtopnd thefull list inInterpreting esxtopstatistics whitepaper

Interactive (default. Used to check current performance)
e esxtop
Batchmode (used to gather performance statistics for further analysis)

¢ Run egtop in interactive mode and configure the counter you want to monitor
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e run sxtop-b > <filename.cs\&press CTRC to stop) otsxtop-b -n 100-d X1o only
monitor one hundred iterations at 5 second intervals

NOTE: you must redirect the output usih QX | YR &2dz aK2dz R dzaS &/ {

Replaymode (used to analyse previously collected statistics)

e Generate the performanceaistics using virsupport-S-d (durationin seconds
¢ Replay them using@sxtop-R <vmsupport file>

You can see screenshots of this process dny @  a A OKI St Qa of 23LkRad

NOTE:3AEG2L) Aay Qi OGATLE &0 LI &sever, subeNiBnie, adddastwdrdz K| 3 S
when used from the RCLI or vMA. AlesxtopR 2 S &upgbitthe replay mode is this still true?

3.5.3 Using esxtop custom profiles
A custom profile is where you choose to display different statistics from the default.

A
U z

1. wdzy SAEG2LI Ay AYISNIYRAGEQ YR2RSOKFTRE 828I1Sy RRF2 NR ¢

interested in.

2.t NBaa W2 Q yR alLSOATFe || FAESyryYyS G2 al @S (2

3. Load you custom profile usirggxtop-c <filename>

3.5.4 Hotkeys and fields in esxtop
Commonly use#teys(note these are case sensitiye)

h - show help o0 - order fields s- set refresh interval
f - choose which fields| W - save settings e - expand an entity
to display

V- view only VM stats

3.5.5 Using vscsiStats

Prior to vSphere v4.0u2 there was vditile information available about NFS storage performance,
which is how | became familiar with vscsiSiatsichprovides storage profild® L 4 Q& dza S T dz
profiling the storage 1/0O, regardless of the storage protocol used (see section 1 for detditsages
workload9. Readthe official vscsiStats manu#&lote;

e Only available locally on an ESX/i host, not via RCLI or vMA.
¢ Notincluded on vSphere v4.0 hosts
e Included by default on vSphere vhdasts

vscsiStats Theory
e Latencyg anything above 1220ms may indicate performance issues with underlying storage
array.
e Seek distance measures sequential vs random.
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0 Values to the extreme sides of the histogram imply random access, more towards
the midde implies sequential
0 Sequential = good, random = bad (generalisation!)
¢ 10 size the stripe size on the array may be optimised accordingly
e Read/write ratios

Gathering the above information lets you make informed decisions about which underiiy
levelmay be most appropriatedépendingalsoon the storagearray)

Using vscsiStatsprocess
1. CAYR GKS 62NIR L5 2F GKS +a @2dz2QNB AyiGSNBaidsS|
2. Start monitoring the VM@ & & {a@d\uptiainlly a specific disk)
3. Display statistic¥ou must do this befle stopping monitoring.
4. Stop monitoring

Using vscsiStatsthe syntax
1. vscsiStatsl
2. vscsiStatss-w <world ID>
3. vscsiStatsp all-w <world ID>
4. vscsiStatsx

NOTE: Follow @virtualirfan on twittehe wrote vscsiStats! Read M&world 2007 presentation

Checks dzy O v 9 LJLJA fgr Sainé scr@dngh@d g2 vadSiStats in action@rido S Q& forf 2 ALJ2 &
a full walkthroughMichael Poore also has amteresting post on using Microsoft Chart Controls to
visualise vscsiStats deaad Eric Zandboer even hesol 3d Excel charts
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4 Business Continuity

4.1 Implement and Maintain Complex VMware HA Solutions

Knowledge

e |dentify the three admission control policies for HA
o |dentify heartbeat options and dependencies

Skills and Abilities

e Calculate host failure requirements

e Configure customized isolation response settings

Configuire HA redundancy in a mixed ESX/ESXi environment
Configure HA related alarms and monitor an HA cluster

Create a custom slot size configuration

Understand interactions between DRS and HA

Create an HA solution that ensures primary node distribution aciitess s
AnalyzevSphere environment to determine appropriate HA admission control policy
Analyze performance metrics to calculate host failure requirements
Analyze Virtual Machine workload to determine optimum slot size
Analyze HA cluster capacity to determioptimum cluster size

Tools& learning resources

e Product Documentation
0 vSphere Availability Guide
o VMware HA: Deployment Best Practices
vSphere Client
Blog posts
0 5dzy Ol y 9LIAY3IQa | ! 5SSLIRAGS
o {lFYLXS OKILIWISNI FNRY 5dzyOly 9LJJAY3I YR CNIyl 5
SessiorBC7803VMworld 2010
Knowledgebase articles
o VMware KB1006424 Advanced configuration options for VMware HA
0 VMware KB1001596 Troubleshooting HA

4.1.1 HA basics
Requirements;

e shared storage
e Common networks
e |deally similar (or identical) hardware for each host

A good way to check that all hosts have acceshdéostime networks and datastores is to use the

Wal LIAQ FSIddNB® {StSOU &2dzNJ Of dzZaGSNJ 6 KSYy RSaSt S
Datastore;
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4
0 VLAN
(54
v

N @
j | VLAN - Free.

| 1
9 R a2 & ~
(~ — =3 ¥
VLAN - MFLPROD -8
VLAN - NFS Prod

N}Y GKS mp zfomb A& y2

la @2dz Oy as I 3
| 2yS +a Ay (GKS Of dza i SNJ K

G§KS OANDE SO
available in this cluster at all.

Clusters consist of up to 32 hosts. The first five hosts in a cluster will be primaries, the rest

secondaries. Yoldcy Qi &aSdG | K2ad G2 LINAYIFINE 2Niig§héd2yRI NB
AAM CLI (not supported, see how in tlfisllow bricks article One of the primaries will béné

W OGADS LINAYIFNRBQ gKAOK O2fflGSa NBaz2d2NOS AyF2N¥L

Heartbeat options and dependencies

¢ Heartbeats are used to determine whether a host is still opersti

e Heartbeats use the service console networks by defaulthe management network for
ESXi hosts.

e CKSEBQNBE aSyid SOSNE &SO02y Rdasfailur@etettibrmeriate / 'y o6 S

e Primaries sentheartbeatsto both other primaries and secondaries, secondaries only send to
primaries.

e After no heartbeats Ave been received for3lseconds the host will pingsiisolation
address.

HA operates even when vCentre is down (the AAM agent talks directly from host to host), although
vCentre is required when first enabling HA on a cluster.

Diagnosing issues with heartbe&tseeVMware KB1010991

Ports requiredor HA: 80428045 (UDB. Presumably these ports are from ESX host to ESX host?

4.1.2 Cluster design
e Primary/secondary distribution
o No nore than fourblades per chassis
0 At least one primary must be oné to join new hosts to cluster
0 Can be configured with aamCLI, (but these settingmat persistent across reboots
and not supported)
0 Use GetHAPrimaryVMHost PowerCLI cmdlet (vSphere edviards).Example
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e Interactions between HA and DRS
0 Resource defragmentation (v4.1 onwards)
o Restart VM on one host, then DRS kicks in and load balances. Priority is to restart the
VM.
e Large vsmall cluster sizealarger cluster reduces the overhead of N + 1 architecture, but
consider other factors such as LUN paths per harsy(255 LUNs per hqst4 NFS
datastore3. e thisgreat post at Scott Drummonds Pivot Point béogl5 dzy Ol v 9 LILIA y 3 Q2
followup post
e Enough capacity? Look at performance stats in vCentre for the running workloads.
¢ DRS host affinityules maybe useful depending on storage implementation. ¥aun pin
VMs to specific hosts ihe storage is not 100% shareceé&sVMworld sessioBC7803or
details)
¢ Design networking to be resilient (dual pNICs for Service Console for example)
e | P2 AR dza A y-affinity MildsXiftrodudé@imviphere 4.1) where possible as it limits
the ability of HA to recover VMs.

4.1.3 Admission Control
Admissiyy / 2y GNBE A& | YSOKIFIYyAAY G2 SyadaNBE +aQa 3Si
(or hosts) in a cluster fail&.dmission control is ON by default.

Three admission policies;
¢ No. of host failures to toleratédefault)
0 Generally conservative
0 Usesslots (can be customised). Reservations can cause sizing issues.
e % of resources
o0 More flexible when VMs have varying resource requirements
0 Resource fragmentation can be an issue
e Dedicated failover host
0 Simple-what you see if what you get
0 Wastes capacity specified host is not used during normal operations.
o Often dictated by organisational policies

Both DRS and DPM respect the chosen admission control policy. This means hosts would not be put
into suspend mode if the failover level would be violateddrample . SeevVMware KB100700fr
details.

Analyse a cluster to determinappropriate admission controlpolicy
Factors to consider;
e Requiredfailover capacity vs available failover capacity. Dedicated Eailmst only allows
one host maximum for example.
e Similarity of hosts (percentage of resources policy better for disparate h/w)
e Similarity of VMs (one oversized VM can affect slot sizing but also percentage of resources)

Analyse slot sizing (inc. customizes)
Slot sizing;
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¢ Memory= smallest reservation + memory overhead for \Merride using
das.slotMEMInMBSet a minimum usindas.vmMemoryMinMB
e CPU= smallest reservation or 28z (whichever is smalleiverride using
das.slotCPUInMHBet a minimum usindas.vmCPUMInMHZ
o / dINNByil atz2i A OSSR AWdzaKRYY LYT 220 RP2 NI Of dza i SNJ
NOTE: This only shows the total slots in the cluster ratherdlo#sper host. Ifa particular
host has more memory or Clebmpared to the other hodt will have a highenumberof
slots.

(%Ha Advanced Runtime Info x|

Advanced mntime info for: LCGH DMZ Clus...

Slat size: 256 MHz.
2 wirtual CPUz,
2246 MB

Tatal glotz in cluster: 95

Uzed slots: 44

Aovailable slots: 3

Total powered on wms in cluster: 44

Tatal hosts in cluster: 5

Total good hosts in cluster:; 5

NOTE:
e ¢KS WIQIAfTlI0ofS atz20aQ TFTAIdz2NBE & Kegaaytotetyf (G KS W |
slots¢ used slots); slots reserved for failovéwhichA &y Qi a4 K2 ¢ yThisigwht KS RA | f
Wdza SR ak @glimfQr ¢ fyR af 204 Q R2Say Qi | RR dzLJ G2 Wi?2
e The total number of slots will take into account virtualisation overhead. For example in a
cluster with 240GB RAM total oniL@GB may be available to VMs (the rest being used for
the vmKernel, service coole (on ESX) and device drivers #teslot size is 2.2GB RAM there
will be roughly 9 slots total.See thisyMware communities threatbr more info on
virtualisation overhead.
Tocalculate failover capacity;
¢ Decide how many host failures you want to cope with
e Calculate themumber of slots for each host in the cluster and therefore the total slots
available. If all hosts are identical (CPU, mem) then simply divide the total nurinkletoby
the number of hostgsee Advanced Runtime Info)
e Subtract thdargestx hosts from thenumber of slot§wherexis the number of failures to
tolerate)
This will give the number of slots that HA will keep reserved.
bh¢ovY | AAy3 YHQ 02 PFSRKR2A8F Fa Ad 2zNB 02y aSNBIF GADS

Percentage of resourcegmtchag if you set to 50% but you have more than 10 hosts in your cluster
82dz Oy NYzy Ayid2 LINRPOfSYad LYy GKS2NBR &2dz OFy aiA
that a primary role will still be working.

4.1.4 Isolation Response
Network isolation;
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e Heartbeat [ings every secon(llas.failuredetectioninterval = 1000)
e 15 second timeoufdas.failuredetectiontimeout=15000)
o Increase to 20 seconds (20000) 8t fervice console asecond isolation address
0 Increase to 60 seconds (60000) is portfast is not set (to allow time for spanning tree)
e Advanced settings
0 das.isolationnetwork ¢ used to define multiple isolation networks
0 das.usevMotionNIC2?used with ESXwhich has n®ervice console
e There is a small chance that HA could shutdown VMs and not restart them on another host.
This only occurs when the isolated host returns to the network between tHeahd 15"
second. In this case the isolation response is triggere®tfyt NS a i NI Aay Qi oSOl
the host is no longer considered fail@dMware KB2956993
Default settinggor isolation responsge

ESX 3.5 Poweroff
ESX 3 @3 through ub) PowerOn
vSphere Shutdown

Restart interval after a failover
e 2,6, 14,22, 30mins
¢ Hosts may be in standby mode (when using DPM) so could take several mins for the host to
power-up and be ready to host VMs
e VM restart count; das.maxvmrestartcount

Split brain
e Occurs when bdt management network and storage faihore likely with NFS, iSCSI or
FCoE)

e VM is restarted on another host but continues to run in memory on the isolated host. When
that host rejoins the network the VM is running simultaneously on two hosts. Bad!

e VSpheren ®n! H A2t @Sa&a (GKAA®D® C2NJ LINAR2NJ OSNERA2Yya SAd
responseor manually close processes on isolated ESX host before rejoining.

4.1.5 VM Monitoring & Application Monitoring
Not in the blueprint, but useful to know.

4.1.6 Operational c onsiderations

You can monitor clusters using the following vCentre alarms;
e You can use the usual host alertsst failed, thermal, memory usage over threshold etc
o Cluster high availability errara specific error which you can set actions for

Ifé@ 2dzQNB R2Ay3a ySG@g2N] YIFIAYyOdSyryOSs Lizi GKS Of dza
the isolation response being triggered.

You need to disable then+@nable HA if you make any of the advanced changes mentioned above
before they become active.
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4.2 Deploy and Test VMware FT

Knowledge

e |dentify VMware FT hardware requirements
e Identify VMware FT compatibility requirements

Skills and Abilities

e Modify VM and ESX/ESXi Host settings to allow for FT compatibility
Use VMware best practices to prepar@@phere environment for FT
Configure FT logging
Prepare the infrastructure for FT compliance

Test FT failover, secondary restart and application fault tolerance in a FT Virtual Machine

Tools& Learning materials
e Product Documentation
0 vSphere Availability Guide
Knowledgebase articles
0 VMware KB1008026 Disabling and turning off FT
o VMware KB1008027 Processors and guest OS support for FT
0 VMware KB101771¢ Disable FT compliance checks
VMware white paper ofr T Architecture and Performance
VMware white paper on Creation and Design of&€hdemic and technical)
VMware forums for HA and K& good place to learn typical issues)
VMworld £010ession BC8274 FT best practices and use cases (subscription only)
NAIY 1Tid]lAyazyQa of23LkRad
ONRO { A S ocofRmlblenaosta I & G S NJ
Barry Combs FT blogpdstal world use cases)
Hanya A OKI Sf Q& LINAIT S @vikhayubef diagam!g 3112 a0 2y C¢
The main document to work through for the VCBEA is the Availability Geidbut there are plenty
of goodwhite papers and blog posts which give useful background informdfigou have accesto
0KS wnmn *ag2NIR O02yiGSyid AGQa ¢2NIK gl GOKAYy3a asSs
the blueprint.

4.2.1 FT requirements (hardware, software and feature compatibility)

Compatibility
e Firstly you have to make sure ydussthardware will supporfET¢A G Q& Y2 NB RSYIl yRA
than many other VMware features.

0 The main requirement is to have Intel Lockstep technology support in the &lUs
chipset Rather than list the processor families which supgdiyou can read
VMwareKB1008027

0 Hardware virtualisation must also be enabled in the BIOS (not always on by default).

e You need to ensure the guest OS and CPU combination is supported (as the Availability
Guide states, Solaris on AMD is not for example).

e Musthave HA enabled on the cluster

¢ Licencing you need Advanced or higher to run FT
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e Host certificates need to be enabled. If you did a clean install of vSphere 4.x this is enabled
by default but if you upgraded from VI3.x you have to explicitly enable in(Csettings,
SSL)

e Should avoid mixing ESX and ESXi hosts in a cluster vettabléd VMs
(VMwareKB1013637

e There are also VM level requirements

o No USB or sound devices

No NPIV

No paravirtualized guest OS

No physical mode RDMs

Hot plug (memoryCPU hard disks efcis automatically disabled for fhabled VMs

No Serial or parallel ports

O O O O O

Restrictions
FTplacesquite a few restriction®n the features you can use;
e No SMP
¢ No snapshotg this also means no V@B any other backup technology which relies on an
underlying snapsholvMwareKB1016618escribes how you can do backups using templates
or storage array level snapshots. Both seem pretty awkward and faritteah
¢ No storage vMotion
¢ No thin provisioned disks

So whatfeatures aresupported?
e HA DRS and vMotiorDRSwith FTis new with vSphere v4,¥Motion always worked)
NOTE: DRS is only available if EVC deahdf you disable EVC there is a warning that
features such as Riith DRSwill not work.

4.2.2 Preparing the infrastructure for FT compliance
The main requirement is for an additional GB cap®iC for FT logging.

e Configuring networking for FT
e Checkcompliance with FT
e Enable FT per VM

Configuring networking
Wdza i tA1S SylrofAyd @az2iAz2ys AiGQa NBO2YYSYRSR

on a separate vSwitch and subnet) where you enable Fault Tolerance logging (on a VMkernel port);

@ ¥Mkernel Properties

rall IF Settings I Security I Traffic Shaping | NIC Teaming |

—Pork Properties

MNetwork Label: IVMkerneI
WLAN I (Optional): [rione (o) =l
wilakion: ¥ Enabled

Fault Tolerance logging: ¥ Enabled
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Sharing vMotion and FT logging (as in the screenshot above) might be OK in a lab environment or on

10GB NICs.

Checking compliance

So besides manually working through these extensive lists how can you check a host for FT
compatibility? Various waysfilyi KS FA N& {
choice during the VCAPCA exam

iog2

I NB Wyl GdA@BSQ

¢ Run a cluster compliance check (from the Profile Compliance tab of a clds$ter).
W5SAONRLIGA2YXQ FASER

|"gT,J Profile Summary

g Attt

RSO AT

The following compliance checks are performed:
‘alidate that Faulk Tolerancelogging MIC speed is at least 1000 Mbps,
alidate that at least one shared datastore exists
‘alidate that Faulk Tolerance logaing is enabled,
alidate that WMotion NIC speed is at least 1000 Mbps,
‘alidate that all the hosts in the cluster have the same build For Fault Tolerance
‘alidate that the host hardware supports Faulk Tolerance.,
alidate that YMation is enabled.

'ye Aaadzs

A
e Slightly less comprehénA @S A4 (KS K2ad0Qa adzyYF N aONBS
Host Configured For FT: Mo [3 | | Mebwark, | Tvpe
Agklve Tiasls: “ont Eault Tolerance Requitemente *
Huosk: Profile: o ——
Profile Carmpliance: @ - Host CPU does not support hardware virtualization which is required For replay. >

| Commands

uires the HA agent to be running on the b
- Fault Tolerance requires the Rost to niave a virtua enabled For FT logging

e Boot the server in question using the CPUInfo @Bvided as an .1ISO by VMware

¢ Install and run theSiteSurvey plugito vCenter This simply integrates as a plugin to the VI

client and illustrates any issues;

192.168.0.55 VMware ESX, 4.0.0, 244038

Summary | Virtual Machines | Performance [ Configuration | Tasks & Events | Alarms Permissions " Maps [ETETMER Storage Views | Up

Fun SiteSurvey Status: Last updated 18/10/2010 08:53:38
- .

Version 2.5

Servers 192.168.0.55
Generated: lon Oct 18 08:53:00 2010

Report for host 192.168.0.55

CPUtype Intel (R) Core(TM)2 CBU 6600 € 2.40GHz is not supported by FT.

192.168.0.55

These ESX hosts are not compatible with FT, but may centain VMs that are:

Virtual Machines on 192.168.0.55

CPU Disk Snapshots OS PROM PV NPIV Drives Drivers NIC

vesx? (192.168.0.62) X x & v 4
vesx1 (192.168.0.60) A ¢ v o
Exchange A ¢ v S S

v x v

Cent0S RHCE#2

Name, Target or Status contains: ~ Clear X

v

v
v
s

v

v
v
v

v

v
v
s

v

v
v
v

v

v
v
v
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Enabling FT per VM

CKA& A& aAYLX e R2yS TNRY (KS O2yGSEG YSydz F2NJ
will be greyed outlf the VMDK files are thin provisioned they will be converted to e#gjek-

zeroed when you enable FT on the VM. For large VMsthikl take a considerable time.

Determining if a VM can be fehabled using viremdg VMwareKB1026509

You can see affinity rules which keep primary and secondary on separate hosts.

4.2.3 Miscellaneous issues
CKSNBE NS (GAYSa ¢KSYy @2dz ySSR (G2 RAalofS Ce¢x 27T
have FT running while you patch the underlying host). Two options;

e Disableci KS aS02y RI NBE NBY!I Aegwhendedpioradlyddigabling FEL) (2 R i

e Tun off ¢ the secondary is deleted. Use when the change is permakéhivareKB1008026
details these options.

,2dz Oy SyFrotS I /t! NBaAaSNBIGA2Y O06KAOK Aa (KSy
concerned about contention with other VMs (an-Efiabled VM will automatically have a full

memory reservation).

Remember that F€nabling a VM adds a second running VM, hence extra resources are being used.
Powering off the primary VM will also power off teecondary VM

You need to disable FT to perform a storage vMotion

There are several defaularmsyou can use with KVMwareKB1025755

e VM Fault Tolerance state changed

e VM FT vLockstep interval status changed
¢ No compatible host for Secondary VM

e Secondary VM log latency exceeded

4.2.4 Best practices
azald 2F GKS 0Said LINIYOGAOSa OFy o6S adzYYFNRAaSR | a
levels;

The hosts in the cluster should be of similar spec and perform@tberwise a secondary

VM may not keep up with a primary VM or vice versa). This also enhances chances of
compatibility. This is a best practice for VMware clusters in general but doubly so for FT.

The Fienabled VMs should be spread between the avail&lolgts to awid overloading

either loggingNICs orhost CRR) . & RS T dzf & & 2 dz O-kenddked VMsllzy Y 2 NB
a given host anyway.

Use identicapower management and hyperthreading features hosts used with FT.

Typically disable power management

You can change the NIC teaming policy to better utilise multiple fltEd loggingSee
VMwareKB101196fbr details.
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4.2.5 Lab considerations

¢SaiGAy3 FyR SELISNAYSY(GAyYy3 ¢ kipport ET¢anditis ofediti@] &8 A F &
harder features to get compliantandwarefor. Luckily several people have posted great articles

about low cost hardware which is FT compligitiere, here, here

Some people have been successtuining virtual FTie running virtual ESX hosts and enabling FT on
I ySaidSR +*a3x o6dzi L O2dzZ RyQd 3ISG GKAA (2 62N] Ay
compatible.
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4.3 Configure a vSphere Environment to support MSCS Clustering

Knowledge

e |dentify MSCS clustering solution requirements
e Identify the three supported MSCS configurations

Skills and Abilities
e  Configure Virtual Machine hardware to support cluster type and guest OS
e Configure a MSCS cluster on a single ESX/ESXi Host
e Configure a MSCS cluster across ESX/ESXi Hosts
e  Configure standby host clustering

Tools& learning resources

e Product Documentation
o Setup for Failover Clustering and Microsoft Cluster Service
e vSphere Client

¢KS YIFIAY 3dzARS F2NJ GKA&a aSOlAzy Aa (GKS W{Sidzl ¥F2
whitepaper.Very little has changed in regards to running MSCS on VMware since the VI3 days so if
@2dzONB FFEYAEAINI gAGK OGKIG o0FyR AG 61 a 2y GKS =/t
refresher howevefand a few tidbits which are new to vSphetd> NB I R 2y X ®

4.3.1 Supported MSCS configurations
Three options;
e Cluster in a box
e Cluster across boxes
¢ Standby (one physical node, one virtual node)

4.3.2 Solution requirements

Hardware

One of themain requirements is a FC SANgis one of the rare features whiéh2 Say Qi 62 NJ 6 A
NFS.

Virtual hardware

e Use the correct SCSI adaptor.
0 LSI Parallel for all OSs except Win2k8 which needs the newer LSI SAS.

e Use the correct storage abstraction
o Cluster in a boxuse virtual disks (local or remote)
0 Cluster across boxesuse physical mode RDM (can be virtual mode for W2k3)
o Standby clustering usephysical modd&RDM

e Use thick provisioned disks (eagerzeroedthick)

e You must use h/w v7 with ESX/ESXi 4.1

Restrictions
CSIFidz2NBa @&2dz OFy Qi dzaS Ay O2yedzyOiAz2y gA0GK af{/{
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not supported.See B0 of theSetup for Failover Clustering and Microsoft Cluster Segjitde.

supported (you have to use WMost affinity rules; see chapter 5 of th&etup for Failover
Clustering and Microsoft Cluster Seryice

e NPIV

iISCSI and NFS

FT(would be rather pointless)

Round robin multipathing (when using the NMPeeVMwareKB1010041

For all three solutiosyou follow a similar process;

1. / NBI S GKS FTANRG xaa O6AyOfdzRAY3I G £SIAad

vMotion. Interestingly this is natecommendedd very vague support stance!) as opposed to

HAF YR S5w{ Of dZAGSNAE® t NA2NJ 2 G{LKSNB nom
VMwareOf dza G SNJ 4 Fff oAl 62N]J SRX odzi 61 ayQi

e 2dz
a dzL

g2

Creaei KS a4SO2yR aSNIBSNJI 0SAGKSNI Of2yS 2NJ FNBY & (

2
3. Attach the shared storage to the first server (using the applicable abstraction type)
4. Attach the shared storage to the second server (using the same abstraction type)

4.3.3 Cluster in a box
Follow this process;

e Create the first VM
0 Two NICs (one public, one heartbeat)
0 Set the disk timeout to 60 seconds (registry entry)
Clone the first VM using vCenter, remembering to change the SID

(1,0)

Add a quorum hard disk (and therefore SCSI adapter) tdirgte/M, assign to a new SCSI ID

o St 800G W{dAJR NI Of dza (i SNA vy I yBEYINBANES & ded K QR

are eagerzeroedthickFollowVMwareKB101117for details on how to check the

VMDKfo I i 6AGQ& y2G & AAYLES +& &2dz GKAY]H

0 Setthe SCSI adapter typd. S| Parallel for W2k3, LSI SAS for W2k8
0 Set the SCSI bus sharmgde to virtual
Add the same hard disk to the second VM
0 Use the same SCSI ID (1,0) etc
0 Use the same adapter type and adapteode
Setup MSCg&ou can follow this usefgtep by step guide to building a clusker

4.3.4 Cluster across boxes
Follow an almost identical process to cluster in a bdk wifew exceptions;

e Create the two VMs as before
0 You should have an extra NIC (compared to cluster in a box) as both networks
(public and private) need to span multiple hosts
¢ When adding the quorum disk;
0 Use an RDM (preferably in physical mode,\brttal is OK for W2k3) on an
unformatted SAN LUN.
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o {StSOG W{dzZLJ}2 NI Of dZAGSNAyYy 3 TSI (dzZNBa adzOK
for W2k3, LSI SAS for W2k8), and use a new SCSI ID (1,0) (both as before)
0 Setthe SCSI bus sharing mode to physiiesiead of virtual)
¢ Add the quorum disk to the second VM
0 Add an existing hard disk, specify the same RDM as the first VM, also physical mode
0 Use the same SCSI ID and SCSI adapter mode as for the first VM (ie physical)

4.3.5 Standby clustering
Follow avery simiar process to cluster across boxes with a few exceptions;

Create the first node using physical server.

0 This server must have access to the same SAN LUN as the ESX host being used to
host the standby VM

0 Unlike the other methods you attach the storagethe first node before creating
the second (virtual) node

Create a single VHKbr the second node

o Ensure it has access to both the public and private networks available to the physical

node
Add the shared disk/s (quorum and optionally other disks) to the(S&dond node)

0 Use an RDMMUST be physical mode) pointing to the same LUN used by the
LIKeaAOlf y2RS® 1''a 22dzQNB y2i ONBIiGAy3a | Yy
provisioning.

0 Setthe SCSI adapter type (LSI Parallel for W2k3, LS| SAS for W2k8% anmbw
SCSI ID (1,0) (both as before)

0 Set the SCSI bus sharing mode to physical (instead of virtual)

Add the quorum disk to the second VM
0 Add an existing hard disk, specify the same RDM as the first VM, also physical mode
0 Use the same SCSI ID and SCgltadmode as for the first VM (ie physical)

Install MSCS.

o Notelf using Windows 2003 you must configure the Microsoft Cluster Service to use
theWYAYAYdzY O2y FAIdzNI GA2YyQ 2LWA2Yy O

There are a few extra constraints when using standby clustering;

e Asstated INB@A2dzaf & &2dz OFyQi dz&aS w2dzyR w20Ay Ydzf
OFyQil Ayalultf Ydf GALI GKAY3 a2F06F NS Ay (GKS 3
e Use the STORport Miniport driver for the FC HBA in the physical node (instead of the
default)

4.3.6 Using MSCS in HA/DRS enabled clusters

CKAE A& I y86 FSIGdNB AYGNRRIOSR Ay O{LKSNB n domd
either Microsoft or VMware) if it resided in a cluster with HA or DRS enabled, if you disabled

those featuwes for the VMs in questioifhis meant using separate hardwavkich negatedsome of

the benefits of virtualisationBy using VMVMand VMHostlF FFAY A G & NMzZ Sa Ad0Qa y24

VM-VM affinity rules(for DRS)
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VM-VM affinity rules are used with [3Ro ensure VMs stay either together or apart

¢ Use VMVM affinity rules to keep VMs together (cluster in a box)
¢ Use VMVM anti-affinity rules to keep VMs apatrt (cluster across boxes)

VM-Host affinity rules(for HA)

VM-Host affinity rules are used tocompénsi S F2NJ 6 KS FIF OdG dGKIFd-vmM! R2Say
rules (whereas DRS does).

Forcluster in a box;

e Create a Host DRS Group containing a maximum of two hosts (one to run the VMs and one
for failover)
e Create a VM DRS Group containing the MSCS VMs
e Setup a affinity rule between the above twogroupgd A y 3 GKS ySg W+ A NI dz €

l2aGaQ GeéLsS Oy-éé AY gn dmO P 1as Wa) {¢ NXzy 2y |
IFF'lule \-‘m [&J1

Rule IDRS Groups Manager ]

Give the new rule a name and choose its type from the menu below.
Then, select the entities to which this rule will apply.

Mame

|Cluster in a box

Type
|'-.u'irtua| Machines to Hosts j

Keep Virtual Machines Together

|Cluster in & box VMs ﬂ
|Must run on hosts in group ﬂ
Cluster Host Group:

|Cluster in & box Hosts j

L] virtual machines that are members of the Cluster DRS WM Group
Cluster in a box YMs Must run on hosts in group Cluster in a box
Hosts,

oK | Cancel |

W ———

For cluster across boxes;

e Create two Host DRS Groyesich can contain more than two hodiat the same host must
not occur in both groups
e Create two VM DRS Groups with one cluster node in each
e Setup an affinity rule between each set of HD®Syroups and VMDRSyroups. Use the
alrYS Wa!{¢ NHzy 2y K2ata Ay 3INRdzZIQ aSidAiy3ao
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4.3.7 Real world considerations
Personally we onlgun physical Microsoft clusters at both my current and previous employers, so

LQ@#S y2 NBIf g2NIR SELSNASYOS 2F AYLX SYSyidAy3

Microsoft havevery limited supportfor clustered solutiong it must be running a certified
architecture (which includes hardware and software configuration);

e For Windows 2003 this only includes two EMC storage devices (full dhetiad)s
e For Windows 2008 the policy is more flexible (and is documenéeeandhere)

Exchange CCRee thisblogpast at VMGuru.nfor a good discussion around this, also tWildware
community post9 EOKF y3S nwamn 66KSyYy dzad SRgseéerhisfost5! D& 0

SQL2005/2008 you need a custom installation of VMtoa@seeVMwareKB1021946
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http://blogs.msdn.com/b/clustering/archive/2010/07/27/10042799.aspx
http://support.microsoft.com/kb/943984
http://www.windowsservercatalog.com/results.aspx?&chtext=&cstext=&csttext=&chbtext=&bCatID=1521&cpID=0&avc=0&ava=0&avq=0&OR=1&PGS=25&ready=0&PG=2
http://www.vmguru.nl/wordpress/2010/08/exchange-ccr-cluster-on-vmware-with-iscsi/
http://communities.vmware.com/message/1491688?tstart=0
http://communities.vmware.com/message/1491688?tstart=0
http://virtualkenneth.com/2009/11/20/vmotion-and-exchange-2010/
http://kb.vmware.com/kb/1021946

4.4 Deploy and Maintain vCenter Server Heartbeat

Knowledge

e Identify the five potection levels for vCenter Server Heartbeat
e |dentify the three server protection options for vCenter Server Heartbeat
e Identify supported cloning options

Skills and Abilities

e Install and configure vCenter Server Heartbeat

e Determine use cases for amdecute a manual switchover

e Recover from a failover

e Monitor vCenter Server Heartbeat and communication status
e Configure heartbeat settings

e Configure shutdown options

e Configure application protection

e Add/Edit Services

e Add/Edit Tasks

e Edit/Test Rules

e Instalk 9RAUG tfdzAMAY A

e Add/Remove Inclusion/Exclusion Filters

e Perform Full System and Full Registry checks

e Configure/Test Alerts

e Troubleshoot common vCenter Server Heartbeat error conditions

Tools & learning resources

e Product Documentation
0o vCenter Server Heartbeat QuickStart Guide
0 vCenter Server Heartbeat Reference Guide
e vSphere Client
e Protecting vCenter with vCentre Heartbeat¢t ! mp X *a g2NI R Qndp® / 2OSNE +p dp .
e VMware vCentre Heartbeat Best Practices a H c T 1 5 + €overs\/b.5 nolb.3
e aAlS [ SSNAO]L Q& F2dzNJ LI NI &aSNARASa G ¢SOKel NBSG
e tl dzfi wAOKINRQAa 6f23 SyaGaNe 2y (dSadiay3a @/ {1
e JulianWoodom K& @/ { | . A ay Qabout half waRddwrithe pdat). dzii A 2 y
e +agl NBQa O2YYdzyAilé& F2Ndzvra F2NJ &/ {|
e VMware KB articles
0 VvCSHBrerequisites (VMware KB1017587)
0 VMworld 2010 lab 1@ vCSHB setup and configuratiorquires valid login)
If youwork your way throughi KS @/ {1 . wSTSNBYyOS DdzA RS e&walzQf t KI ¢
VCAFPDCAbluepriiE 42 GKIF 0Q4d 6KSNB LQR NBO2YYSYyR &2dz adl!
sessions for a bit of background and reinforcemémient into a bit more detail on this objective as
AGQa a2YSUKAY3 L ¢ yiSRIKENEDE { Y2 NS ¥RBE fy 2 g DRIYRD
GKAOK L R2dzoi &2dzQfftf ySSR F¥2N 6KS SEIYO®
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http://www.vmware.com/pdf/heartbeat_63_quick_start.pdf
http://www.vmware.com/pdf/heartbeat_63_reference_guide.pdf
http://www.vmworld.com/docs/DOC-3118
http://www.vmworld.com/docs/DOC-3981
http://searchvirtualdatacentre.techtarget.co.uk/news/column/0,294698,sid203_gci1518928,00.html
http://www.eprich.com/failover-clustering/putting-vcenter-server-heartbeat-through-the-ringer
http://www.wooditwork.com/2010/11/25/why-vcenter-is-letting-vmwares-side-down/
http://communities.vmware.com/community/vmtn/mgmt/heartbeat
http://kb.vmware.com/kb/1017587
http://www.vmworld.com/docs/DOC-4691

4.4.1 Basicsand architecture

vCenterServer Heartbeat (vVCSHB) is a business continuity product which aims to increase availability

for vCentre, increasingly a crucial piece of the infrastructure puzzle. Yaloearnoada 60 day

evaluation copyrom VMwareto play with in your labUnder the hood this is a customised version

2T bSOSNFIAEZT Fy | @At oAt Atiwdrks biNBvidg®aicopie&kdf 1 Qa 06 S S
@/ SYGNB gAGK 2y S | Ohdn@énitoring Rt variguS levele)to®dsdréti®eQ | y R
primary is working as expected.

Previously some people have run vCentre in a Microsoft clustiethis is no longefwas it ever?)
supported(VMware KB1014424If vCentre is virtual you can benefit from VMware HA but that only
covers ESX host failures.

The three protection options;
e vCentre and a local SQL database
e vCentre onlyused when vCenter DB is on a separate server to vCentre)
e SQL onlyused when vCengr DB is on a separate server to vCentre)

bh¢oY @/ {1 . R2SayQi athziGtadeiBtabastliesies®n dRskparatd | 4 Sa @
server you can use VCSHB to protect vCentre and use Oracle resilience features for the DB.

bhe¢ovY @/ {1 . ROIIBISNERIZYINE MU LT &2dzQNB dzaAiy3d | LI
need of vVCSHB (you can use app features such as log shipping for DR).

Aside from protecting vCentre it also works with the various products that integrate with vCentre
(F2a&dzYAy 33 liekdne NS asyFenpie

e SRM

e Orchestrator

e vCentre Linked Modgll ADAM data is replicated)
e Update Manager

Protection levels;
e Serverg protects from hardware and guest OS failure
¢ Applicaton ¢ monitors Windows services
e Networkg pings network locationfdefault gateway, DNS server and Global Cat@letault
every10 seconds) to determine isolation
e Performance; monitors various performance metrics for predefined thresholds
o Datag can protect a local or remote SQL instance

NOTE: This2lS & y Q (i aghinPdat&dOriuptioq i K 6 Qa A0 At NBLI AOFGSR
mirrorsitS o6dzi Y2&i NBLI AOFGA2Yy G(SOKy2f23A854&a O6SEOQS
limitations.

Two modes;

e High availability (LAN)
¢ Disaster Recovery (WAN)
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0 Integrates with DN® handle the IP address change from active to pas&ke
VMware KB100857(Microsoft DNyor VMwareKB100860EBIND)

0 Uses compression and automatically opses bandwidth (LMB minimum
recommended for vCSHB)

0 May require static routesMware KB1023026

0 Requires a file filter exclusion when using Orchestré@ee vCSHB Reference Guide.

0 Updates ESX hosteic/opt/'vmware/vpxalvpxa.cfg to update the vCenter IP

Supported cloning operations

The process used to create tidenticalsecond vCentre server vasi depending oryour use of
virtual or physical serverfn each case the server specs should match (@flthory, OS and service
pack, network connections, server name, SID, domain membershiptetéce are three possibilities;

e V2V (lmth virtud). Use vCentre cloning to create the secondary server. Recommended to
use separate ESX hosts and separate vSwifohessilience (but neither are enforced).

e P2V Primary physical, secondary virtydlse P2V tools such as VMware Converter.

e P2P (bth physicalg use the vCSHB instalion routineto clone the physical server (uses
NTBackupdr you can use third partyoblssuch as Platespin etBlOTE: Drive letters and
ACPI compliance must match for this configuration.

Switchover = a managed transition from active to passiypically used when upgrading vCSHB (to
newer hardware for example)

Failover = a mitigation aicin due to an unplanned outage.
Real world issuegnot relevant to the VCABPCA exam but worth noting

¢ LicencinggCSHBeems rather confusing. If vCentre is on a separate server to your vCentre
DB then do you need a separate vVCSHB licence to cover the database server? If the database
server is only standby does it need to be fully licende@d?ou need a second vCentre
licence plus vCSHB or does the vCSHB purchase covke#€ questions have been asked
on the vCSHB forums but the answers seem to vary.

e 1'& @/ {1 . R2efthiyiginithe wB Situvkrs in sync, some operations (such as
applying Windows patches, AV updatetc) have to be duplicated on both servers. This adds
to the maintenance and complexity of running vCentre. klvare KB101080f®r details
of how to apply Microsoft patches.

e What if your SQL server is arseparate server to vCentre, but hosts multiple databases?
Does vCSHB protect them all? In WAN mode this could massively increase bandwidth
requirements for example as well as causing licencing issues.

e ThevCSHBRdmIn guide states that ghirotected appicationsshould be installed before
installing vCSHB.2 6 S@SNJ G KI (1 Qa 02 ylvarR KBOALL6whiche I dzA Ry (
states that SRM should be installed after vCSHB.

e Services such as Update Manager anch@strator are only protected if they run on the
same server as vCentre. For many enterprises (who | think are the target market for vCSHB
given its cost) this is unlikely to be case.
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e LT 22dzONB dzaAy3 @/ SYyiNB [ Ay] SRwhieprBi&tedby R & 2 dz
vCSHB you have to disable vCSHB protection, join/leave, thematde vCSHB protection.
Full details ivMware KB1022869

4.4.2 Installation and configuration

Preinstall steps
Beforerunningi KS AyadrttrdAazy YI1S adaNB &2dz2Q@S 323G (GKS

e What level of protectior{vCentre only et&Dictated by existing vCentre architecture.

e Where your second vCentre server will reside (LAN/WAN mode)

e |P addresses for VMware Chanimgerfaces

e Check the vCSHB QuickStart guide to ensure you match all prerequisites (disk space, network
connections, etc). Ideally do these checks before cloning or you risk doing mitigation work
GgA0S 6L RARYQil KI@S Sy2daAK RAdiskonddbteS Iy R
primary and clone. Doh!)

NOTEExclude vCSHB directories from file level AV scanning (see the vCSHB Reference guide,
installation chapter) The exclusions should be made on both active and passive servers.

NOTE: The primary network catUST be the first listed in the binding order (Network, Advanced
Settings)

NOTE: The secondary server will have the same name, IP and DNS settings as the primary. This
YSIya AT @2dz oNAY3I Al 2yi2 G§KS ySisyRNSissislzQf £ 3¢
The vCSHReference Gide (though NOT the QuickStart guidsvises the following steps (which

worked for me)on the secondary server

¢ Disable (or disconnect) the primary network card

e Set the IP address on the VMware Channel to somethiifigreint to the VMwareChannel IP
used on the primary

e 9yadaNBE WwSIAAUGSNI GKAA O2yySOGA2Y GAUK 5b{Q A:
02U0KSNBAAS 282dzOQNB 5b{ SYyuNB F2N @/ SYunNB gAff

Installation
LyadlttraAaz2y A& ftypedasall @ndls coveyed sidp By SEBIEURSHBC A y A & K Q
Reference guide and théMworld lab referenced at the bottom of this post). Overview;

e Runinstall on primary vCentre server

¢ Run again on the secondary (cloned) vCentre server

e Runseparatelyonthevo@M™NBE RIF Gl oFaS aSNBSNI 6ATF AdGQa asSLly
the vCentre database secondary server.

NOTE: For Windows 2008 there is an additional-pegttllation step to run the vCSHB Setup
[ 2YLX SGA2Yy LINRAINI YO ¢ KSNBuBaclidk and KldviNthepuripts2 Yy G KS RS

Default pors used
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e 57348c used for vCSHB heartbeat over VMware channel network
o 52267 ¢ client tools connect to this port (Manage Server icon)

There are two Windows services installed. Check these when diagnosing issues;

¢ Neverfail SCOPE Data collector service (automatic)

¢ Neverfail Server R2 (automatic)
NOTE: The VMware VirtualCenter Server service will be changed from Automatic to Manual
Fa AdQa y29 Q2yGNRtfSR o0& @/ {I

A packet filter is installed and apgdi to all Prinary network intefaces (but not the VMwar
Channel). You can check if the interface filter is activeon by looking atlevice managefshow
hidden devices). It will be installed on both the primary and secondary;

&4 Perfarmance Logs and Alert: ,ﬁ‘; CYDCD-ROM drives

------ E;. Device Manager @ Floppy disk controllers
|--@ Skarage \.g Flappy disk drives
[+]- E%‘ Removable Storage @ IDE ATASATAPT controllers
b Disk Defragrenter [z Keyboards
,11. Disk. Managernent "J Mice and ather painking devices
|--% Services and Applications Elﬂ Metwork adapters
- B Telephony PR B8 Direct Parallel
Services B8 Intel(R) PROY1000 MT Mebwark Connection
----- WL Control 1= ETnbel(R) PROY1000 MT Metwork Connection - Meverfail Packet Filker
EEI--Q Indexing Service B8 vrixnet3 Ethernet Adapker

- R WAN Miniport (IF)
Post installation

AfterAyadtttFraAz2y GKS @/ {1 . &aSNBSNBE | NBE NBLI AOI (AY:
vCentre. This causes an error about licencing (shown below). Go to the Applications tabsplug

select and right click on the VirtualCentreNFPIlugin.dll, chodieHEnter credentialsvith read

accesdo vCentre.
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=% ¥Mware vCenter Server Heartbeat Consale EIES

File Preferences  Help
+)| @) » (+] @ | B
v @A servers Semer | Network | Applications | Data | Lags
¥ (G <Default Group= i
»  Bummary Serices  Tasks  Rules  Plugins
Summary
Active Server: Application State: Application Health:
PRIMARY Started A warning - Degraded applications: VidwarevirtualCenter Clear
Applications
Edit Femove || Stert Applcstions || Stop Applications || Configure... |
Application [Health
ser Defined [@Rle
\hwareVirualCenter ) Waming - License not available: Failed
ey
& ok
SalSetver &
Applications Log
Fiters. Propetties.
Time | Trne: | Source | Application | Detail |
22001/2011 15:20:42  Task Output PRIMARY SqiSener Database Allocated Space Check finished .. [4
22M01/2011 15:20:42  Task Emor Output PRIMARY sSqiSener DB Files Allocated Space check skipped s
22(01/2011 15:20:42  Task Emor Output PRIMARY SqiServer DB Files Allocated Space check skipped s
2210172011 15:20:42  Task Output PRIMARY SalServer DatabasesStatusCheck finished successt,
220172011 15:20:42  Task Output PRIMARY SalServer [Datahases availability] The checkfinished
220101 15:21:53  Task Output SECONDARY witwareVirualCenter Configure: Finished in 4705ms with status OK
201201 15:21:48  Task Output SECONDARY “htwareVirualCenter: Creating Registry value for vC ..
2210172011 15:20:02  Task Output PRIMARY “MwareVirualCenter: Crealing Registry value for v ..
22101/2011 15:20:08  Task Output PRIMARY SulServer. Database Allocated Space Check finished
2210142011 15:20:06  Task Eror Output PRIMARY SqlServer D Files Allocated Space check skipped s
2210142011 15:20:06  Task Eror Output PRIMARY SqlServer. DB Files Allocated Space check skipped s
22M01/2011 15:20:06  Task Output PRIMARY SyiSemer DatabasesStatus Check finished suteesst
22001/2011 15:20:06  Task Output PRIMARY SyiSener [Databases availabiliy] The checkfinished
22001/2011 15:20:06  Application Warning  PRIMARY htwareVinualCentenGhe... Rule Triggered: License nat available: Failed
o 22M01/2011 15:20:06  Task Output PRIMARY WihtwareVinualCenter: Caught Exception: Name: Saa
mwa re 2200172011 152006 Task Output PRIMARY Viware¥irualCenter: Caught Soap Exception while c...
Bistart| | @ @ [ &4 vMware veenter Serv... BUE AT s

NOTEThe install guide states that the primary config d@téuich is copied to a share on the
secondaryOl y | Y2 dzy (i (iThis iDaniQthe cas& wher cicbsing a P2P configuration
where the gplication data is also backed up. For a V2V setup the files arertime weren oY . X

= D:'¥CSHB primary config files = IEllll
+| File Edit ‘iew Favarites Tools Help | ;','
(JBack ~ ) - ¥ | - Search Falders | & ox ) | -
:| Address I..j D:\wCSHE primary config files j e
: Name = | Size | Tvpe | Date Modified | Attributes
] E nfsetup,dat 3KE DATFile 22012011 14:45 &
E] primary . csy 46 KB CSY File 2210112011 14:43 A

Upgrading/uninstalling(not part of VCAFDCA syllabus)
LGQ&a LlaaArofsS G2 dzZLJANF RS VMwarg KB10144850 K2 dzii A y i S NNIHzLJ(

When uninstalling you simply run the uninstall routine on the primary and optionally on the
A802yRIENE® _2dz Oy RStS8GS GKS a802yRENE AT AGQA

the same NetBIOS nangeeither remove oneseridd FNRBY (G KS ySi62N] 2NJ dzaS
option to rename one server. Full instructions can be foundMware KB1022877

4.4.3 Common Operations

Three utilities for managing;

e Manage Server. This is the m@&onsole used for day to day administratidinis is the only
tool available if installed on a separate cliebtost admin operations can be performed on
the primary OR secondary (changes are replicated to the other server).
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Configuration Wizard. Useglhen changing server roles, IP addresses or network interfaces.
Not needed for day to day administratio@nly available on the server

e ¢KS (N}Y& dziAftAiled tNRPGARSaE WLHiG | FtongOSQ adl
available on the server

Use theServertab to complete the following tasks;

e Monitor server, replication, and heartbeat status

e Configure application startup and shutdown behavi@@onfigure button)

e t SNF2N)XY a406A0O0K20SNRA FTNRY | OUAGPS (G2 LI aaArgds
Enable split braimvoidance (typically used with WAN setups). Monitoring tab, Configure.

Use theNetwork tab to complete the following tasks;

e Configurenetwork pingsettings. Particularly useful in WAN deployments where the ping
targets may be different at the second site.

- 5 |
B8 Network Montonng: Ping Configunaton M
I 3
Ping Setings | Ping Rowsng |
Ping Routing
Ping targets from Primary server Ping targets from Secoadary server
aget 1 v Target1 19214301 v
Target

= & G
=

[c
-4
E G

E

Cancal

Configure auto switchover if the client network fails (this default to 10 pingss off by
default). You might do this is you want HA to protect vCentre, in which case vCenter would
take longer than ten pings to reboot after an ESX host failure.

Use he Applications tabto complete the following tasks;

Add/Edit/Remove protected apphtions. You choose to either monitor a service or manage
it (which activey starts and stops the servicalpng with three failure actions to take;

S Add Service

Name: | ADAM_MWAREVCMSDS v

Target State On Active: | Running ¥
Target State On Passive: |_ Stopped 2

[/] Manage Starting and Stopping

(] Monitor State

On First Failure: |_ Recaover Service TJ

On Second Failure: | Recover Service TJ

Cn Third Failure: |_ Recover Service TJ
@ Cancel |

Add/Edit tasksThe available tasks are largely preconfigured and the user can only amend

the timing.One exampleaskis updating DNS when used in WAN mode. Another is
Protected Service Discovery.
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¢ Add/Edit RulesDefined by the active plugins anded to protect performance using
predefined metricsA user can onlgnable/disable individual checks or configure timeouts
and actions.

= ¥Mware yCenter Server Heartbeat Console H=
File  Preferences Help

L* @) [+ @ @]

"E@ Servers Semer | Metwark | Applications T Data T Logs ]
¥ (&5 =Default Group= . ) — )
'I lmeallias s Bummary © Services | Tasks | [Rules : Plugins
Rules
Ediit... Check Mow

Rules | Condition | Du... | value | LastTrig... | ... |

» () SuIServer

» () Systermn

v () WhtwearevirualCenter

v (&) Default

(@ Check connection to vCenter Check connection to vCenter Cohnection OK 0
O CheckvCenter license CheckwCenter License Senver ava... License Availa... 1]

vmware

e Add/Edit PlugingNot much to do here. There is a System plugin, vCentre plugin, and SQL
plugin (if protecting SQL) by default and editordy offers authentication for vCentre and
the option to protect index catalogue files for SQL.

Use theData tabto complete the following tasks;

e Perform a full registry synchronisatiarsimply click the relevant button

e Perform a full system synchronisatic simply click the relevant button

o Add/Remove FiltersThese let you include custom foldeesdollection ofPowerCLI scripts
for instance) which are then replicated to the secondary server.

e Check replication queue lengths. This should be done priarsiwitchover (best practice, in
Reference Guide) or to understand WAN bandwidth requirements.

Use thelLogs takto complete the following tasks;

e Configure details of your SMTP server so email alerts are sent. Can also specify frequency
and recipients basedn alert level (red, yellow, greermccepts mail servers which require
authentication (unlike vCentre).

e Setupalerting This can be email alerts or custom commands. Tostegtly clickt® W¢ Sa i
9YFAf 1 ESNIAY3AQ odziiliz2y o

e Review application logs

Recoveringrom a failover
1. Check vCSHB log files to determine status of both servers.
2. Identify cause of failover. Until all issues are resolved you should NOT try to restart vVCSHB.
3. Ensure the secondary server is now active and working correctly (use systray Manage
Console utility)
4. Resolve issues with primary
5. (Optional) Switchover so the primary is active again.
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Jlit BrainandvCSHB

As with many high availability solutions, split brain situations can happen. This can occulahse to
of the VMware Channepower loss or possibly misconfiguration of vCSIBBth servers assume
they arethe active (or passive) servédata can be lost in this scenario.

CKSNB A& | aLX Al oNIAYy Wi @2 A RLIND SlatnGkieazeg F2 N O/
to test connectivity eveiif the VMware Channel fails.y' I 6 f S G KS 2LJiA2y Wt NBOSy i
KSENIoSFG Aa t2ad odzi ! OGAGS aSNWSNI Aa adAtt QA3
Server:Monitoring tab.Requires additioal IP address to be cligured on the primary network

interfaces.See the vCSHB Reference Guide p118 for full details.

To recovevCSHBrom a split brain scenarithe recommendation is to identify which server is most
up to date (by looking at file datestamps) and reconfigu@&SHB to reset the roles. The full
procedure is iVMware KB1014405

Part three of Mike k. @S NA O] Q & aléb/sfetificallyzc&/e&td splisibrain. That article covers a
known gotcha when using a remote vCentre database with vVCSHB (covevatinare KB1027289

4.4.4 Troubleshooting
Check chaptet3 in the vCSHB Reference guide and Appendix A for a list of potential installation
errors. Some useful VMware KB articles;

VMware KB1008394 log entries which may appear in the Application Event logs @HBconsole)

VMware KB1008124Retrieving the VMware vCenter Server Heartbeat Logs and other useful
information for support purposes

VMware KB1008572 Troubkshooting vCSHB synchronisation errors. This links to other useful
troubleshooting articles.
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5 Perform Operations Maintenance

5.1 Implement and Maintain Host Profiles

Skills and Abilities

e Use Profile Editor to edit and/or disable policies
e /NBIFGS &adzonLINRFTAL Sa
e Use Host Profiles to deploy vDS

Tools& learning resources

e  Product Documentation
0 vSphere Datacenter Administration Guide

o +xag¢l NB F{LIKSNBu nY 5S8L)X28YSyi aSiK2R& T2NJ GKS

o VMware vNetwork Distributed Switch migration and configuration
e vSphereClient
e Technical Deep DiveHost Profiles) + aonoo> +ag2NI R Qndo
e VMware Management blog article on host profiles

Hog Profiles are a new feature wSphere 4 but are only available to Enterprise+ licencees. As my
O2YLI ye Kl @Sy Qi BnripriseR Ity RdaBreédl$rBoRedTvhNBem before

so this sectionwvas new to melnterestingly the maimeference given in the blueprint is the
Datacenter Administration Guide which has very little about host proflles. ESX/ESXi
configuration guides have a small section on host profiles but not much, so the best reference is
probably theVMware Host Profileg Technical Overview whitepaper

5.1.1 Host Profiles (VCP revision)

z ~

FaAOlrtte Kz2ad LINRPFAESaA FNB (K SldA gl £t Syd 27

e Two primary uses
o0 Ease deplayent challenges (faster, more consistent)
0 Ongoing configuration control and audit reporting
¢ Policy options (determining how a configuration setting is applied)
0 Use a fixed configuration
0 Ask the user how to configure it
0 Use an intelligent policy (using opne multiple criterion)
o0 Disregard a setting
e Works in a similar fashion to Update Manager;
1. Create a baseline from a reference host.
2. Attach the host profile to the hosts or clusters you want to configure
3. Remediate (configure) the hosts or clusters
4. Review corpliance status

e IYEA1S +*la AG OFyQid NBYSRAFGS Fff GKS Kz2ada

maintenance mode for you etc). You can attach a profile to the cluster but you have to apply
to each host manuallfthis is largely because the $tqrofile may require user input

e Can only be used on vSphere hosts (not VI 3.x)

e Must be createdusing a reference hosor imported from a previously created host profile
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e (Can be exported (ivMware Profile Format, *.vefvhich is XML contentHost Rofiles are
not sharedusingvCentre Linked Modsjou have to export/importo other vCentre
instances
bh¢9Y ! RYAYAAUNI 62N LI dag2NRa& | NBy Qi SELI2 NI S
e An ESX reference host can be applied to either ESX or ESXi. An ESXi refereanedidist
be applied to another ESXi host.
e When updating a host using a host proffleu have to manually put the host maintenance
m2RS FANBROGS® ¢KAA A& | AAIYATFTAOIY(d AaadzsS F2N &
LINE FAL S& @ 2 de&sdo® vMotiordadd DIRS $o mbvin@\BVis off the host is
potentially easier). Note that you need to enter maintenance mode even for trivial settings
such as setting the time, timezone etc. Any setting which normally requires a reboot
(changing service congomemory for example) will still need a reboot.
e You must have both host profile privileges (create, delete, edit etc) AND privileges to
configure the area in question (Networking, Storage etc) for the operation to be allowed.
REAL WORLRV/hen building a ne ESX/ESXi host it will have a 60 day eval period with all features
SylLot SR a2 S@Sy AT @&2dz R2y Qi KIFI@S 9y USNLINAA&ASHL f A
configuration.
REALWORND | 240 LINBFAESaAa OFyQd YIyl 3Sngdrenmped2y TAIdz
theyOl vV Qi  QuenioTrani® deigddrt when using iSOSI y Qi CSE$HBASEh dabtBost
LINEFAESa 62yQli SOSYy y2GA0S FTNRY otnotD@IVWLE (K | DB 4.3 A
swapfile locationOF y Qi Syl 6f S I iy ROOR & @ yhe @ Fafhdcidgdaydithm for
Pluggable Storageath (PSP) among otheBome larger shops skip host profiles for this reasdn
you have to use scripts at allyonight as well script everything and have one place &iryour
settings being the logidnteresting post on SeanServerVirtualizatioriThey) NdSo not that flexible
¢ if you only want to configure storage for example (maybe because a scripted build configures
YSUg2NJ Ay30 @2dz OF yQi { dzNJ/ blogpbskor defils SastiPfoftes &€ y ¥ A 3 dz
y20 KASNI NOKAOFf fA1S a{ DNRdzZJ t 2t A0&z cad#dQaz2dz Ol
one profileper host, and one profile only. Pretty limiting!

hyO0OS @82dz2Q@0S SELRNISR yR NBAYLR2NISR || K2ad LINETA
f2a0d ¢KA& YSIya @2dz OFryQi dzaS GKS W! LIRFGS LINETA
if the source host changes.

You access host fites under the Maagement node (using CFRHIFET 0 2 NJ FNRY | K2aidQ

mouse button context menu;

wry  Administration  Plug-ins  Help

[ &ﬂ Inventory | B QEI WMs and Templates

il Inventory 4
& ey 5 @
= ;%. Adrinistraticn .4
jk@ Management g | Scheduled Tasks Ctrl+Shift+T
vi‘E"J Solutions and Applications 4 3 Events Ctrl+Shift+E
View: |Repor[iz] Maps Ctrl+5Shift+M
n
- | Host Profiles Ctrl+ShiftsP |
= Show all NaS =
Customization Specifications Manager  Ctrl+5Shift+U
@I Remote Host T

{new, 4.1)
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NOTE: Host Profiles will appear in the VI client regardless of your licencing level but if you try to
create a host profile usinganenA OSY OSR K2aid a (KS NBFTYMBYyOS K2a

5.1.2 Sub Profiles
Each host profile consists of two parts;
1. Configuration settings. These determine tthesiredconfiguration of the host, for example
Wonnect vmnic@nd vmnicl to vSwitchD
2. Complianceehecks These determine how the compliance check is validated, for example
are vmnic0O & 1 connected to vSwitch0? If the host only has one pNIC the configuration
g2y Qi FLILX & O2NNBOGfe FyR GKAa OKSO1l ¢Aff FI .
The configuation is split into various suprofiles, each aligned to a functional area. Qubfiles can
also be nested (as you can see in the example for the networkingrsdite below;
& Networking configusbior

[+ E vSwitch

@ [ virtual machine port group
{7 Hostportgroup

M [J Serviceconsoleportgroup
B ~DNS configuration B sl
,;‘/- @ [ IProute configuration ia
\“{ﬂ-l}
@ [ PhysicahICconfiguratiom—
[ vNetwork Distributed Switch
The main (default) suprofiles are;
¢ Memory reservation (service console)
¢ Network configuration
e Storage configuration
e Date and time
e Firewall
e Security
e Usersand user groups these are NOT captured from the reference host and must be
created manuallyLikewise while a host profile can add users/group it will NOT remove
extras oralert if extra users are added manually (Technical Overview p19).
¢ Authentication (new to vSphere 4.I)his can be used when AD integrated authentication is
enabled on a host.
. 2dz2Qf f LINPOl of & ypofldl of yorir ownNided dh yoditastiNdture anttdvhat
you need host profiles to do. If you wanted to mount four NFS datastores on every host for example
&82dz2QR KI @S G2 ONIBiofileSundeyStofaget MES starageNBrifiguratidrd Each
sub-profile would hold details for caNFS export (IP, path, read/write etc).
NOTE: Notall option® 'y 6 S Wi A O] SheckingF(@ Ndt)O2 YLI Al yOS

Service Console IProute configuration .~

5.1.3 Host Profile policies

Policies allow host profiles to be more flexible (compared to fixed values) by specifying what to do
instead of how to dat. A typical use is networking. Rather than specifying just the number of NICs
for a vSwitch you may want to be more specific and choose the NICs based on name, PCI
namespace, bandwidth etc (this is useful for blade environments in particular). Palloi@s/ou to

do this.
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(@ catrroric A - l——y " [E=EEE

Profile Mame: |AII Funkysite ESX/ESXi hosts Description:

Profile/Policy »  Configuration Details lCDmpIiance Details }
Bl [ AllFunkysite ESX/ESXi hosts
E‘D Memory reservation configuration

Which physical NICs should be connected to this vSwitch?

I:T‘D Storage configuration Choose Physical MICs with the spedfied name j Revert
= F‘B Networking configuration et i e eahed reame
= @ vSwitch Choose physical NICs operating at higher than a minimum bandwidth and duplexity criteria.

Choose physical NICs with the given link state

B I:.I"__J’ vSwitchd Choose physical NICs with the specified cardinality

[F Determine when the vSwitch will be crea., Compose one or mare policy options for the result
= E’I‘ Link configuration Choose physical NICs based on their position in the PCI namespace

E‘ Physical network adapters
Beacan configuration
E‘E‘ Number of ports
E‘G‘ Network palicy Configuration
[ vswitchi

5.1.4 Deploying vDistributed switch using host profiles
Another typical use fonost profiles is deploying the vDistributed Switdihere are two variations
which both (as usual) require you to configure a reference host with dirdDS
1. Configure a host with a single vSS (it needs network connectivity to join the vDS)
Create a vDS using the VI client connected to vCentre, with no hosts attached.
Add the host to thesDS, then delete the vSS on the host.
Create a hosprofile and ajply to the remaining hosts
Reconfigure VMto use the vDS instead of theSS

akrwn

¢KS FEGSNYFGADBS YSGK2R A& OSNEB AAYALFNI 6dzi YAYAY
leave the vSS in place and continue to create and apply the host profile. @ngHe dza S G KS WaA:
GANIdzl £ YI OKAYS ySGg2NIAYy3IQ 2LWA2y (2 &aSFYfSaafte
reference host, recreate the host profile and reapply. Voila!

Full details of this process and more details about the vDS can beiforngl g I NE Q& @b S g2 NJ
Distributed Switch migration and configuration whitepaper

5.1.5 Host profiles with PowerCLI
What about PowerCLI cmdlets for host profil€®od example aDamian Karlsd & , érRafi S
w2iiSyoSNAHQE 3JdzARS (2 dzaAy3d K2aid LINRPTFAESE 6AGK t

Create a baseline;

e GetVMHostProfile

e NewVMHostProfile

e Import-VMHostProfile
e ExportVMHostProfile

Attach a baseline to a host;
e ApplyVMHostProfile
¢ RemoveVMHostProfile
e SetVMHostProfile
Remediate;
e TestVMHostProfileCompliance
,2dz Oy @AS¢ FNBY G(GKS K2aidQa adzYYFENEB (Fo6o 6KSGKSN
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Host Configured for FT:
Active Tasks:
Host Profile:

Profile Compliance:

Mo 3

Fault Tolerance

All Funkysite ESX/ESKi hosts Fault Tolerance Version: 244038

€ Noncg

Commands

ﬂ," Mew Virtual Machine
ﬁ Enter Maintenance Mode

% Reboot

e ol bdmiiim

For vSwitch wSwitchD network policy property spec.policy.security doesn't match
For vSwitch wSwitch1 network policy property spec.policy.security doesn't match
Port group Production exists on wSwitch vSwitch0, Expected to be on vSwitch 1
Port group YMkernel exists on vSwitch vSwitch0, Expected to be on vSwitch1
Device vmnic2 does not exist

Ruleset aam doesn't match the specification

Ruleset faultTolerance doesn't match the specification

Ruleset ntpClient doesn't match the spedification

List of NTP servers doesn't match the specified list
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5.2 Deploy and Manage Complex Update Manager Environment s

Knowledge

e |dentify firewall access rules for Update Manager

Skills and Abilities

e Deermine use case for, install and configure Update Manager Download Service
e Configure a shared repository

e  Configure smart rebooting

e  Manually download updates to a repository

e Perform orchestrated vSphere upgrades

e Create and modify baseline groups

e Trouwbleshoot Update Manager problem areas and issues

e Generate database reports using MS Excel or MS SQL

e Upgrade vApps using Update Manager

Tools& learning resources

° Product Documentation
o VMware vCenter Update Manager Installation and Administration Guide
e vSphere Client

e vmwareumds

e VMware Update Manager forums

e UpdateManager 4 Performance and Best Practice a my y H> +a g2 NI R Qndo

e Update Manager Performance and deployment best practices

e {SIy /I Np2laltz2yQa adGdzRe y2iSa
Most people have used Update Manager to some degree so this objective is probably one of the
easier ones to cover. The VUM Administration Guide covers pretty ewerything on the VCAP
DCA blueprint and should be your first stop for study (apart from this blog obviously!).

Not listed in the blueprint (at least in this section) is the PowerCLI cmdlets for using Update
al yIFr3asSN®» {SOGAz2y vy LIRAMGERS farlaylilad SINJyta2id SNJA[YLT QYRR S i
AGQa LINRPOlFOfe@ ¢g2NIK IFAPAYI GKSY | ALAYOD

5.2.1 Update Manager Basics (VCP revision)
The exam topics assume a certain amount of knowledge as Update Manager is on the VCP syllabus.
A quick recap;

e Installs as alpgin to vCentre
e Downloaded as part of the vCentre package
e Once the server component is installed you have to add the plugin to any VI client
installations you use.

e 5AAGAYIdAAKSE 0650688y WLI GOKSa FyR aSOdNRGE o
e Typical lifecyle;

o Download patches (from centralised repository or Internet)

o Create baselines

0 Scan hosts (and/or guest OS)

o View compliance reports
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0 Remediate (apply patches)
Can patch;
0 ESX/ESXi hosts
Virtual hardware
VMware Tools
Virtual appliances
Guest OSs (Windovesd Linux)

O O O O O

drivers,and EMCs PowerPath.

Third party components such as the Cidéexus 1000v distributed switcKsigo HCA

Patching guest OSs requires an agent to be installed to the guest. This is done automatically

the first time a guests scanned for @tch compliance or can be done manually if required.

Patches are downloaded accordingly to a defined schedule (default once a day)

New features in v4.1

2 KSYy AyahalrtftAy3da FT2N G{ LIKSNBE On dwmreguitek®f f

64bit OShut VUM is a 32bit app SeeVMware KB101040fbr details of how to do this.

Patch recalls, actionable alerts, and new figeschecked(and notified) via another defined

schedule (default once an hour)

Now supprts hostupgrades (as opposed to updates). Add upgrduiearies to VUM;
e

(&) Import Upgrade Release

Select Upgrade Files
Select an upgrade file from your local disk or an accessible network location and upload it to Update Manager.

‘You can upgrade multiple hosts of different versions simultaneously by using a complete upgrade release bundle. A
complete upgrade release bundle contains files, which let you upgrade both ESX and ESXi hosts from versions 3.x and
4.0.x to version 4.1,

Select Upgrade Files

Do not upload upgrade files that you will not use. Use the Browse button below to select the upgrade files which you
want to use.

Mote: You can select multiple files at once. Some files are large and might take several minutes to upload.

|| ESX uparade bundles: |upgrade-from-E5X4.0-to-4.1.0-0.0. 260247 release.zip
upgrade-from-E5Xi4.0-to-4, 1.0-0.0. 260247 -releasze. 7ip

Browse... | (|

{3} When you dick next, these files will begin uploading and may take several minutes.

Llpl % Back MNext = Cancel

Recent Tasks

Name Target Status

@ Upload offline patches [ VirtualCentrethefunkysiteom @  InProgress

@ Import host upgrade release (i VirtualCentrethefunkysitecom @ InProgress

@ Upload offline patches (5 VirtualCentrethefunkysiteom @ InProgress

@ Import hostupgrade release [ VirtualCentrethefunkysiteom @ InProgress

@ Check new notifications (i VirtualCentre.thefunkysitecom & Completed

@ Initiated guest 05 shutdown Bh  Xangati Appliance &  Completed
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Misc
e Be careful when patching a host containing your virtual vCenter server. Prior to vSphere 4.1
this could cause remediation to fail. Still requires DRS enabled for autorpatediation.
e VMs need to be powered on to report VMtools status correctly.
e vdzA UGS | FTS¢ +aa YlIe aKz2g Fa WAYyO2YLI GAGE SQd
installed or not managed via vSphere (appliances, virtual ESX hosts with no VMtools
packages etc)

5.2.2 Firewall access rules for VUM
e Firewall ports: 8084 (SOAP), 9084 (patch repository)
e See the VUM Administration Guide (p.68MiwareKB100454@vhich differs slightly from
the admin guide)

5.2.3 Managing the patch rep ository
Four ways to populate VUM with patches;

Directly from VMware/Shavlik via the Internet (default)

Third party patch repositories (Cisco for example)

Via a manual patch download (offline bundle)

From an Update Manager Download Service (UMDS) repgsito

NP

NOTE: Some drivers are provided as an offline bundle which can be deployed with VUM, but some
need to be manually added to an ESX host using esxupdate or (PowerCLI). |S&st Hiiput
. NP I RO2Y RN @S N foraigoothvadmple.y 2 22RQa &aAGS

5.2.3.1 Using third party patch repositories

Add a third party URL usingthe! RR t  § OK { 2dz2NOSQ odzid2y 2y GKS +|
screenshot)Se¢ K R {1 00Qa 2dz¢ dz60 S @PARS2 2F dzaAy3d ! a
5.2.3.2 Using offline bundles

An offline bundlgin .ZIP formatyan be downloaded from VMware (typically linked to a VMware KB

article)r YR AYLR2NISR Ylydzaftteod | &S GKS WLYLERNI tF G§OK:¢

screenshot)
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inistration for VirtualCentre. thefunkysite.com

(oGl e . Events | Motifications | Patch Repository | Host Upgrade Releases

Patch Download Settings Compliance View

ity i itori
Patch Download Sources Used for third party repositories
'ttings

(% Direct conmection to Internet - download new patches at intervals specified in Patch Download Add Patch Source. ..
hedule Schedule or click the Download Now button below

Schedule Enabled | Patch Type | Component | Patch Source Description | Connectivity Status |
tings v Vidware ESX hitps:ifhostupdate vmware. comisoftware!.. Download ESX 4x patc.. Connected
r Vhiware ESX hitps:ifwww vmware.com/PatchManagem.. Download ESX 3x patc.. Connected
ettings v Custom ESX hitps:fhostupdatevmware.com/softwarel.. Download ESX 4x patc.. Connected
I~ Linux Whs hitps:ifxml.shavlik.comiunid Download Linux WM pa.. Connected
- ‘Windows Ws hitps:fxml.shavlik.comidata Download Windows V.. Connected
(7 Use a shared repository What's this?

| Download Mow
Mate: you canfalzo Import Patches manullly from a local .zip file
Proxy Settings

Used for offline bundles
™ use proxy ™ Proxy requires authentication

| |
— |

Test Connection

5.2.3.3 UMDS
{2YSGAYSa (GKS +!a ASNIBSNI R2SayQi KI @S LyGSNySi
limitations etc). Two deployment models for tijge Manager;

e Air gap model (Update Manager is isolated from other networks)
e Semiairgapmodel! LRI GS al ylF3aSNI R2SayQi KIF@S AydSNYySI
to a server which does.

The Update Manager Download Service (UMDS) can address bothsthuggimns.

Installation
e Like VUM, install a database before running install. Requires a 32bit DSN if on 64 bit server.
For lab installs you can use the bundles SQL Express 2005 (no prior db creation required).
¢ Installed on a separate Windows server to VUBan be x32 or x64 Windows OS.
e Install from vCenter install DVD, /Jumds directory. Run VMWBARBES.EXE (not the .msi)
e Configured via the command line (no GUI). Default install path;
o C\Program Filas/Mward Infrastructurd VMware Update Manag&ymwareumds.e&e

Post installation steps

e Configurepatches to download;

0 vmware-umds 7i-set -config 1-enable -hosttrue T - enable - win false
T -enable -lin false

e vmware-umds i-s Thl w0 -10

e Unlike VUM, UMDS actually downloads all the chosen patomagdiatelyrather
than waiting for a remediatioraction Mine downloaded 10Gb of patches (host
patches only).

www.VvExperienced.co.uk/vcapdca Page96



e ., 2dz OFyQli aLISOATe @Al GKS O2YYIYyR tAyS (K
(3.x, 4.x, ESX/ESXi etc) so the patch repository may be significantly larger than the
VUM equivalent. Downloading all these patches can also take significant time
depending on your internet connection. You can exclude VI3 patches by following
VMware KB1015663

e Download patches
0 vmware-umds idownload (or vmware -umds iD)
bh¢oY vdzAdGS | FS¢ 2F (KS LI (\Vm&d RARY QiU R
KB1026154lescribes how to use an undocumented switch to increase timeouts.
0 Run this regularly (as a stuled Windows job) to ensure patches are up to date
e Export patchesNOTE: You need to export to a directory, not just a drive. Exporting to D:
g2y Qi 62NJ] = odzi SELRNIAYy3 (G2 5Yk+!a gAffd
0 vmware-umds Ti-export T-export - store <directory/URL>
0 Can be exportetb a directory (GUMDSData) or a webservdrtip://server/folder)
o NOTEVMware KB101928§ives details for configuring Apache or IIS to woré as
remote source Of VUM patches (or use the Admin Guide {1688.

Optional configuration

¢ Change patch download location;
0 vmware-umds.exe 1 -set -config T1-patch - store <directory path>
See chpter ten of the VUM Admin guide for full details of installing andfiguring UMDS.

5.2.4 Orchestrated upgrades and baseline groups
An orchestrated upgrade is simply a baseline group which contains multiple upgrade baselines. VUM
is smart enough to apply them in the correct order and reboot accordingly;

e Upgrade VMTools to matchost
e Upgrade virtual h/w to match host
bhe¢ovY , 2dz OFryQi dzaS 'y hNOKS&GNI G§SR dzLJANI RS

managed by a third party (virtual appliancedrtual ESX hosts gic

5.2.5 VApps (upgrading and smart reboot)
Smart rebootings simgy the ability for vCentre to restart vApps in a defined order, typically used
when one server has a dependency on anothegl{serverand db server for example);

e Restarting individual VMs based on the vAmority settings
e Configured via VUM Admin viewgi@iguration, vApp Settings
e ON by default

5.2.6 Reporting on VUM
CKSNBE Aad y2 o0daAftd Ay NBLRNIAYy3I a2 &2dQff KIF@S (32

O2dz R F2ftft2¢ (GKS SEIYLIS Ay (KS I RYAY ZdzA RS 06 dzi
suspect you need reasonable SQL skills to do this any justice in the real world;

e Createan ODBOSNpointing to theVUM databasgon the machine with Excel installed
(any version)

e In Excel go to Import> External Data sourdpre 2010) or Datataly St SO0 WCNRBY h (K¢
{2dNDSAQ yR (GKSY SAGKSNI WCNRY {v][ &aSNDSND 2|
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5.2.7 Troubleshooting
Chapter 18 of the Update Manager Administration Guide lists a variety of troubleshooting steps you

can take. General troubleshooting pt&

e Check the VMware Update Manager service is started (restart if necessary)
¢ Reenable the plugin via the VI client. Sometimes you have to disable agnhitge.

Generate VUM log bundles from the host running VUM,;

Determining patch level of a host (kedrbuild number vs vpxa build level eiMware KB101259)4

¢ vmwarecl = the base build (vSphere 4.0 Update 1 for example)

® vmwaregv = the patch levgas reported in the VI client
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